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ANNEXURE 1 

 

Code of Conduct for Intermediaries of Mutual Funds1 

 

1. Take necessary steps to ensure that the clients’ interest is protected. 

 

2. Adhere to SEBI Mutual Fund Regulations and guidelines issued 

from time to time related to selling, distribution and advertising 

practices. Be fully conversant with the key provisions of the Scheme 

Information Document (SID), Statement of Additional Information 

(SAI) and Key Information Memorandum (KIM) as well as the 

operational requirements of various schemes. 

 

3. Provide full and latest information of schemes to investors in the 

form of SID, performance reports, fact sheets, portfolio disclosures 

and brochures and recommend schemes appropriate for the client’s 

situation and needs. 

 

4. Highlight risk factors of each scheme, avoid misrepresentation and 

exaggeration and urge investors to go through SID/ KIM before 

deciding to make investments. 

 

5. Disclose to the investors all material information including all the 

commissions (in the form of trail or any other mode) received for the 

different competing schemes of various Mutual Funds from amongst 

which the scheme is being recommended to the investors. 

 

                                                 
1 SEBI Cir no – MFD/CIR/06/210/2002 dated June 26, 2002 and SEBI / IMD / CIR 

No. 8 / 174648 / 2009 dated August 27, 2009 



 

 

6. Abstain from indicating or assuring returns in any type of scheme, 

unless the SID is explicit in this regard. 

 

7. Maintain necessary infrastructure to support the AMCs in 

maintaining high service standards to investors, and ensure that 

critical operations such as forwarding forms and cheques to 

AMCs/registrars and despatch of statement of account and 

redemption cheques to investors are done within the time frame 

prescribed in the SID/SAI and SEBI Mutual Fund Regulations. 

 

Note: SID should be read in conjunction with SAI and not in 

isolation. 

 

8. Avoid colluding with clients in faulty business practices such as 

bouncing cheques, wrong claiming of dividend/redemption cheques, 

etc. 

 

9. Avoid commission driven malpractices such as : 

(a) recommending inappropriate products solely because the 

intermediary is getting higher commissions therefrom. 

(b) encouraging over transacting and churning of Mutual Fund 

investments to earn higher commissions, even if they mean higher 

transaction costs and tax for investors. 

 

10.  Avoid making negative statements about any AMC or scheme and 

ensure that comparisons if any, are made with similar and 

comparable products. 

 

11.  Ensure that all investor related statutory communications (such as 

changes in fundamental attributes, loads, exit options and other 

material aspects) are sent to investors reliably and on time. 



 

 

 

12.  Maintain confidentiality of all investor deals and transactions. 

 

13.  When marketing various schemes, remember that a client’s interest 

and suitability to their financial needs is paramount and that extra 

commission or incentive earned should never form the basis for 

recommending a scheme to the client. 

 

14. Intermediaries will not rebate commission back to investors and avoid 

attracting clients through temptation of rebate/gifts etc. 

 

15.  A focus on financial planning and advisory services ensures correct 

selling and also reduces the trend towards investors asking for 

passback of commission. 

 

16. All employees engaged in sales and marketing should obtain AMFI 

certification. Employees in other functional areas should also be 

encouraged to obtain the same certification. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

ANNEXURE 2 

 

Operating Manual for Risk Management2 

 

I. Introduction  

 

Risk management can be defined as the "overall process of identifying 

and understanding the full spectrum of an organization’s risk and taking 

informed actions to help it achieve its strategic objectives, reduce the 

likelihood of failure and decrease the uncertainty of overall business 

performance".  

 

This document sets out an enterprise-wide risk management framework 

for a Mutual Fund in India. For the purpose of this document, the term 

"Mutual Fund" is used colloquially to refer to the whole group of entities 

that constitute the mutual fund organization; i.e. the AMC (including its 

Board of Directors and employees) and the Board of Trustees. It is not 

used to refer to a Mutual Fund as per the definition in the SEBI 

Regulations.  

 

The framework manual is intended to serve as a model which will help 

Mutual Funds monitor and mitigate all the risks faced by them, and also 

use risk management to increase value for investors. The risk 

management practices described are based on current exemplary 

practices and international best practice as identified in our "Survey of 

Risk Management Practices in the Indian Mutual Fund Industry", March 

2002. It also takes into account the recommendations in the same survey 

document, duly modified based on feedback from AMFI members and 

finally approved by the AMFI Board on 3 July 2002. Some of the 

                                                 
2 SEBI Cir – MFD/CIR/15/19133/2002 dated September 30, 2002 



 

 

recommendations are to be mandated by SEBI (Appendix A, Part 1), 

others will be issued by AMFI as best practice guidelines (Appendix A, 

Part 2). The mandatory and best practice recommendations have been 

incorporated in the framework manual.  

 

All measures described in the manual have been categorised as follows:  

 to be mandated by SEBI (as per Appendix A, Part 1)  

 recommended best practice (as per Appendix A, Part 2)  

 existing industry practice (exemplary practices followed by some/ 

most Mutual Funds in India as identified in the "Survey of Risk 

Management Practices in the Indian Mutual Fund Industry, 

March 2002).  

 

II. Risk Management Framework Overview  

 

The risk management framework described in this document covers all 

aspects of a Mutual Fund’s operations. Risks have been broadly 

categorised into five areas:  

 Fund Management  

 Operations  

 Customer Service  

 Sales and Marketing  

 Other Business Risks.  

 

Risk management measures have been described for each of these areas 

across three dimensions: policies and procedures, systems and 

organisation. Additionally, measures for specific risks in each area have 

also been described.  

 

 



 

 

 

1. Policies and Procedures  

 

Risk management is most effective when it follows a top-down approach. 

In this approach, the senior management of the Mutual Fund is the main 

center of power and responsibility. Based on various factors like the risk 

appetite and business strategy of the organisation, the philosophy 

regarding risk should be developed. This philosophy should then be 

transmitted throughout the organisation in the form of concrete and 

detailed policies, procedures and guidelines. The policy and procedures 

documents should build a framework for the effective and efficient 

management of the fund and should include:  

 Investment Policy, including Risk Philosophy (existing industry 

practice)  

 Operating Procedures (existing industry practice)  

 Compliance Manual (existing industry practice)  

 Code of Conduct (existing industry practice)  

 Disaster Recovery and Business Contingency Plan (to be 

mandated by SEBI)  

 Reporting Framework (existing industry practice)  

 

2.  Systems  

 

The establishment of an enterprise-wise integrated systems architecture 

will substantially reduce operational risk. The systems of a Mutual Fund 

should include the following applications:  

 Integrated front and back office systems for fund management, 

dealing, trade confirmation and settlement (recommended best 

practice)  



 

 

 Fund accounting system for calculation of net asset values 

(NAVs) (existing industry practice)  

 Unit-holder administration and servicing systems for customer 

service (existing industry practice)  

 Financial accounting and reporting system for the AMC (existing 

industry practice)  

 

Systems should ideally be integrated and developed using open platform 

architecture. They should facilitate straight-through processing and also 

be capable of generating the necessary reports to monitor and manage 

risks. Security features such as access control, firewalls and virus 

protection measures should also be established.  

 

3. Organisation  

 

The Mutual Fund organisation should be designed taking into account the 

following risk management principles:  

 

 Segregation of front office and back office in the AMC (existing industry 

practice)  

 Independent verification of data input (existing industry practice)  

 Establishment of Committees for Investment, Valuation and Audit 

(existing industry practice)  

 Development of a second line for key positions (existing industry 

practice)  

 Establishment of a risk management function (to be mandated by SEBI)  

 

The responsibility of understanding the risks run by the Mutual Fund and 

ensuring that they are appropriately managed ultimately rests with the 

Board of Trustees. The Board of Trustees must approve all the risk 



 

 

management and should delegate to the AMC the responsibility of the day-

to-day execution of these policies.  

 

Risk Management Function (To be Mandated by SEBI)  

 

The Mutual Fund should have an independent risk management function 

consisting of one or more risk managers. This function will be responsible 

for identifying, evaluating or measuring all risks inherent in a mutual fund 

organisation, as well as establishing controls to mitigate such risks. The 

risks include:  

 

 Fund Management: volatility in performance, style drift and portfolio 

concentration, interest rate movements, liquidity issues, credit risk  

 Operations: deal errors, settlement problems, NAV and fund pricing 

errors, inaccurate financial reporting, fraud, failure of mission critical 

systems and infrastructure, obsolete systems  

 Customer Service: errors in deal processing, other investor services, 

fraud  

 Marketing and Distribution: new product development, selling and 

distribution  

 Other Business Risks: critical knowledge loss, skills shortage, non-

compliance, third party risks.  

 

The function should be separate from fund management and should report 

to the Chief Executive Officer of the AMC. The function could be carried 

out in a number of ways:  

 As an additional function of an existing employee of the AMC, e.g. the 

Compliance Officer or Internal Auditor;  

 Through a Risk Management Committee;  

 Outsourced to an external agency; or  



 

 

 As the Trustees of the mutual fund may deem fit.  

 

III. Fund Management  

   

Policies and Procedures 

Existing Industry Practice  

The Mutual Fund should have a documented investment policy. This 

should:   

 articulate its investment strategy and risk philosophy (i.e. its 

attitude towards risk, and the amount of risk it is willing to take as 

part of its investment strategy)  

 define the objectives of the Mutual Fund schemes, asset allocation 

targets and model portfolios (if used)  

 define the investment process   

 define limits and mechanisms for monitoring limits at various levels 

: asset class, industry sector, security, counterparty (these should 

be consistent with SEBI Regulations, where applicable)  

 define exceptions and their monitoring   

 include an approved list of brokers  

 provide guidelines for transactions with associate companies and 

inter-scheme transfers   

 define investment norms for debt instruments based on credit 

ratings.  

 

   

Systems 

Recommended Best Practice  

The Mutual Fund should ideally implement a front office system which is 

integrated with the back office system. This will facilitate:   



 

 

 setting up of parameters such as asset allocation limits, counter 

parties, securities, associate classifications and authority levels 

 straight-through processing (i.e. the flow of order and trade 

information from the front office to the back office without any 

manual intervention) to allow one time capture of investment 

decisions 

 system check on preset parameters and reporting of breaches e.g. 

whether investments have been made in permitted securities or 

limits on deal size, etc. have been exceeded 

 automatic time-stamping of deals  

 maker-checker authorisations  

 exception reporting 

 monitoring of outstanding confirmations, settlements and 

payments 

 access controls and firewall  

 decision support capabilities and portfolio modelling (e.g. scenario 

analysis, what-if analysis) 

 risk-adjusted performance measurement (e.g., Value at Risk (VaR) 

analysis) 

 reporting on target vs. actual portfolio.  

 

   

Organisation 

Existing Industry Practice  

 The Mutual Fund should establish an Investment Committee. This 

committee will be responsible for:  

o laying down the Mutual Fund’s investment policy and 

philosophy with regard to different asset classes, sectors, 

counterparties, etc., as defined in the Investment Policy 

Manual 



 

 

o reviewing performance and positions with regard to the 

objectives of the schemes  

o researching and reviewing counterparties and debt issuers 

with regard to credit risk.  

 The front office (fund management) and back office functions must 

be segregated.  

Recommended Best Practice  

 The Mutual Fund should ideally have segregated research, portfolio 

management and dealing teams in the front office.  

To be Mandated by SEBI  

 The risk management function should be responsible for risk 

measurement, management and monitoring.  

 

 

Specific Risk Management Measures for Fund Management  

   

Risks Impact Risk Management Measures 

a. Volatility in 

performance  

 Inconsistent or low 

returns leading to 

loss of investor 

confidence. 

  Erosion of assets 

under management 

leading to loss of 

revenue.  

  

i. Unexpected 

change in 

market 

conditions  

  Existing Industry Practice  

 The Mutual Fund should, at 

the minimum, adhere to all 

SEBI regulations relating to 

investment limits. 



 

 

  The Mutual Fund should 

carry out daily or weekly 

performance measurement, 

comparing Mutual Fund 

performance to a specified 

benchmark or peer group. 

  The Trustees should review 

the portfolio on a quarterly 

basis as required by SEBI 

Regulations.  

Recommended Best Practice  

 Funds should consider using 

portfolio management tools for 

risk measurement, in keeping 

with international trends. 

These tools should be used to 

manage risks more effectively, 

and should be capable of 

carrying out the following 

analytics: 

 Quantification of exposure 

using measures such as Value 

at Risk (VaR), duration, and 

tracking error 

 Risk adjusted performance 

measurement using Sharpe 

Ratios, Treynor Measures and 

Sortino Ratios 

 Risk benchmarking, i.e. the 

exposure arising between the 



 

 

actual managed portfolio and 

the benchmark portfolio 

 Stress testing and back testing 

of exposure calculations.e.g., 

Sharpe’s Ratio, Treynor 

Measures, beta, FAMA 

decomposition, VaR, etc). 

 The mutual funds should 

consider using equity 

derivatives for hedging and 

rebalancing. 

i. Quality of 

investment 

research, 

facilities, 

people, 

procedures  

  Existing Industry Practice  

 The Mutual Fund should 

document the rationale for an 

investment decision as 

required by the SEBI 

regulations.  

 Ideally, the Mutual Fund 

should have a dedicated 

research team.  

 The Mutual Fund should hire 

qualified and experienced 

portfolio managers, research 

analysts and dealers with 

adequate experience in the 

industry. They should be 

provided continuous training 

to understand new products, 

skills, markets and sectors.  



 

 

 The fund management and 

research teams should have 

access to research from 

multiple sources: both 

internal and external.  

i. Execution of 

deals at sub 

optimal prices  

  Recommended Best Practice  

 As the industry matures and 

the volumes increase, the 

Mutual Fund should consider 

having a dedicated dealing 

function.  

 The Mutual Fund should 

ideally establish clear 

guidelines for best execution. 

Independent verification 

procedures for all deals should 

be established. Rates and 

prices for verification should 

be obtained from independent 

sources.  

i. "Back to back" 

transactions in 

debt securities 

of associates or 

associate 

companies (as 

defined in the 

SEBI (Mutual 

Funds) 

 Existing Industry Practice  

 All SEBI regulations regarding 

restrictions on associate 

transactions and investments 

as well as requirements for 

disclosure must be adhered to. 

 All SEBI regulations regarding 

the execution of the deal at the 

market price and the 

documentation of justification 



 

 

Regulations, 

1996  

ii. Internal deals 

between 

schemes or 

portfolios  

iii. Investments in 

securities 

issued by 

associates; 

purchases of 

securities 

owned by 

associates; 

sales of 

securities to 

associates.  

iv. Joint ventures 

with associates  

for the inter-scheme deal must 

be adhered to. 

 The inter-scheme deal should 

be independently verified by 

Compliance.  

a. Style drift and 

portfolio 

concentration  

 Inconsistent / low 

returns vis-à-vis 

similar schemes in the 

market leading to low 

investor confidence. 

 Non-compliance with 

SEBI regulations.  

Existing Industry Practice  

 All SEBI regulations with 

regard to investment limits 

must be adhered to at the time 

of making the investment.  

 The Investment Committee 

should review the portfolio on 

a regular basis to ensure 

compliance with regulations.  



 

 

 The compliance officer should 

monitor the portfolio and 

review all exceptions.  

 The Investment Committee 

should review on a daily or 

weekly basis the actual 

portfolio vis-à-vis the model 

portfolio. 

 The Investment Committee 

should have a stated strategy 

and action plan for 

rebalancing the portfolio.  

a. Interest rate 

movements  

 Inconsistent / low 

returns vis-à-vis 

similar schemes in the 

market   

Existing Industry Practice  

 The Mutual Fund should have 

daily profit-and-loss reporting 

at securities and portfolio 

levels to the Investment 

Committee.   

Recommended Best Practice  

 The Mutual Fund should 

consider using interest rate 

derivatives to manage risk and 

rebalance portfolios.  

a. Liquidity issues   Delays or inability to 

meet redemptions 

leading to non-

compliance with SEBI 

regulations 

  Low investor 

confidence leading to 

Existing Industry Practice  

 All SEBI regulations with 

regard to redemption periods 

for different scheme types 

must be adhered to.  

 The Investment Committee 

should monitor the portfolio 



 

 

erosion of assets under 

management.   

on a daily basis and 

periodically review it to track 

illiquid assets and take 

corrective action.  

 The Mutual Fund should 

segregate corporate and retail 

investors and require the 

corporate investors to give 

prior notice of redemptions.  

 The Registrar & Transfer (R&T) 

agent should promptly inform 

the Mutual Fund of any large 

redemption.  

 The Mutual Fund should use 

tools such as stress-testing of 

redemptions on portfolios and 

asset-liability matching to 

assess liquidity risks.  

 With due allowance for the 

Mutual Fund’s particular 

characteristics, the Mutual 

Fund’s marketing efforts 

should strive to broaden its 

base so as to reduce its 

vulnerability to redemption 

surges.  

Recommended Best Practice  

 Funds should make suitable 

in-principle arrangements in 

advance for borrowing to deal 



 

 

with unexpected redemptions, 

in order to avoid delays and 

difficulties in resorting to 

borrowing when the need 

arises. The borrowing should 

not exceed SEBI limits of 20% 

of net assets under 

management.  

a. Credit risk   The issuer may default 

on principal / interest 

 Defaults may lead to 

low investor confidence 

and hence erosion of 

assets under 

management.  

Existing Industry Practice  

 The Investment Committee 

should research and review 

issuers with regard to credit 

risk. 

 The Mutual Fund must adhere 

to all SEBI restrictions 

regarding investments in rated 

and unrated debt securities.  

 The Investment Committee 

should monitor the ratings of 

all debt issuers that the 

Mutual Fund has invested in.   

 

 

IV. Operations Risks   

   

Policies and Procedures 

To be mandated by SEBI  

 The Mutual Fund must buy insurance cover against third party 

losses arising from errors and omissions. Third party liabilities refer 

to liabilities arising out of financial loss to investors or any other 



 

 

third party, incurred due to errors and omissions of directors, 

officers, employees, trustees, R&T agents, etc. The level and type of 

cover should be determined by the Trustees, subject to a minimum 

level of Rs 5 crores. However, Mutual Funds with assets of less than 

Rs.100 Cr may take insurance cover for an amount of less than Rs.5 

Cr as determined by their trustees. The premium for this cover may 

be paid for in accordance with SEBI regulations. 

 Custodians must also buy separate insurance cover for errors and 

omissions.  

 

Existing Industry Practice  

 The Mutual Fund should purchase insurance to cover first party 

losses. First party losses are those which impact the insured and 

include asset based losses (due to natural or unnatural disasters 

such as fire, flood, burglary, etc.) as well as financial or data losses. 

They also include losses due to acts of infidelity by employees of the 

insured and computer based crimes such as hacking or virus 

attacks that may impact the data of the Mutual Fund.   

 Compliance should review all trading activities at frequent intervals.  

 Operating procedures should lay down reconciliation activities and 

their frequency:  

o End-of-day broker confirmations with records of deals   

o End-of-day reconciliation of positions with custodian data  

o At least once a week complete reconciliation of fund 

accounting system records with custodian records  

o Daily reconciliation between Mutual Fund and others (banks, 

counterparty, etc).  

 The Mutual Fund should establish a personal trading policy and a 

code of conduct for employees.  



 

 

 

   

Systems 

Recommended Best Practice  

 The Mutual Fund should consider implementing integrated front 

and back office systems which will facilitate:   

o Straight-through processing to allow one-time capture of 

trade details 

o  Pre-trade compliance checking  

o Automatic time-stamping of deals  

o Maker-checker authorisations  

o Exception reporting  

o Generation of deal confirmations  

o Monitoring of outstanding confirmations, settlements and 

payments  

o Cash management  

o Access controls and firewalls, virus protection and other 

security functionality such as locking of trade data  

o Integrated reporting across the Mutual Fund.  

Existing Industry Practice  

 The Mutual Fund should ensure that the fund accounting systems 

used (in-house or by the fund accountant to whom this activity has 

been outsourced) facilitate:  

o Validation of NAV calculations  

o Automated and manual price feeds   

o Identification of missing prices   

o Flagging of price variances beyond pre-established tolerance 

levels.  

Organisation 

Existing Industry Practice  



 

 

 The Mutual Fund should segregate duties to ensure that an 

independent person or department carries out matching of trade 

confirmations. 

  The Mutual Fund should appoint a Valuation Committee which 

meets periodically to review valuation policies.  

 

Specific Risk Management Measures for Operations  

   

Risks Impact Risk Management 

Measures 

a. Deal errors   Incorrect execution of 

deals in terms of price, 

volume or asset class, 

potentially leading to 

failure of settlement, 

financial loss or non-

compliance with 

regulations.  

Recommended Best Practice  

 The back office system 

should be integrated 

with the front office 

system to facilitate: 

 straight-through 

processing  

 one-time capture of 

trade details  

 maker-checker 

authorisations   

 in-built checks and 

validations.  

Existing Industry Practice  

 The Mutual Fund 

should not allow dealing 

through personal cell 

phones of dealers. 



 

 

 The Mutual Fund 

should have recording 

facilities in the dealing 

room.  

a.  Settlement 

problems  

 Failure to provide 

securities or payment 

for securities leading to 

financial loss and/or 

reputation loss.  

 Unsettled deals can 

have an adverse impact 

on portfolio 

performance.  

Existing Industry Practice  

 The Mutual Fund and its 

Investment Committee 

should maintain and 

proactively monitor 

credit information on all 

counterparties and 

establish counterparty 

lists and limits to avoid 

default on settlements. 

  The Mutual Fund 

should receive daily 

position reports from the 

custodian.  

 The Mutual Fund should 

establish service level 

agreements with 

custodians, including 

clauses that protect the 

fund and its investors 

from settlement errors 

by the custodian.  

 The Mutual Fund should 

move towards trading on 

the Negotiated Dealing 



 

 

System (NDS) for 

government securities.  

Recommended Best Practice  

 The back office system 

should facilitate daily 

fund projections to 

ascertain liquidity and 

settlement 

requirements.  

a. NAV and fund 

pricing errors  

 Incorrect NAV’s lead to 

units being bought and 

sold at the wrong price 

and investors may be 

disadvantaged. 

  Misleading 

performance 

information to the 

investors.  

 Non-compliance with 

regulations.  

Existing Industry Practice  

 The Mutual Fund must 

adhere to all SEBI 

regulations relating to 

valuation norms and 

daily or weekly 

disclosure of NAVs.  

 The Mutual Fund should 

appoint a Valuation 

Committee which meets 

periodically to review 

valuation policies.  

 The Mutual Fund should 

maintain documentation 

of all NAV procedures 

and methodologies and 

ensure that the 

documentation identifies 

all elements critical to 

NAV calculation.  



 

 

 The Mutual Fund should 

should ensure that the 

fund accounting 

systems used (in-house 

or by the fund 

accountant to whom this 

activity has been 

outsourced) facilitate:  

o validation of NAV 

calculations  

o automated and 

manual price feeds   

o identification of 

missing prices   

o flagging of price 

variances beyond 

pre-established 

tolerance levels.  

 The Mutual Fund should 

carry out periodic 

compliance and audit 

checks on the NAV 

calculation methodology 

to ensure accuracy of 

calculations and their 

compliance with the 

regulatory requirements.  

a. Inaccurate 

financial 

reporting  

 Non-compliance with 

regulations and loss of 

investor confidence on 

Existing Industry Practice  

 All financial reporting 

should be subject to 



 

 

account of incorrect 

projection of financial 

health.  

audits by internal and 

external auditors as well 

as the compliance 

officer, at quarterly 

intervals.   

 The Trustees should 

review all financial 

reporting to ensure 

transparency and 

accuracy.  

 The Mutual Fund should 

ensure that adequate 

disclosure is made with 

regard to derivative 

transactions, off-balance 

sheet items and 

contingent liabilities.  

a. Fraud   Non-compliance with 

regulations, financial 

loss, reputation loss.   

Existing Industry Practice  

 The Mutual Fund should 

adhere to all SEBI 

regulations and 

guidelines with regard to 

personal trading, insider 

trading and front- 

running.  

 The Mutual Fund should 

establish a personal 

trading policy and code 

of conduct, which 

should be signed off by 



 

 

all employees at regular 

intervals.  

 The Mutual Fund should 

send continuous 

reminders about 

personal trading policies 

and possible action in 

case of violation of these 

policies, to its 

employees.  

 The Mutual Fund ideally 

should consider 

mandating use of a 

designated broker or its 

own dealing room for 

execution of personal 

trades of employees.  

 All customer assets 

must be maintained with 

the custodian.  

 The Mutual Fund should 

periodically provide 

training and information 

to all employees on 

compliance issues and 

policies on personal 

trading and fraud.  

a. Failure of 

mission critical 

 Failure to complete 

critical end-of-day 

operations such as 

To be Mandated by SEBI  

 The Mutual Fund, and 

its Registrar and 



 

 

systems and 

infrastructure  

NAV calculation, 

redemptions and 

settlement of trades 

leading to non-

compliance and loss of 

reputation.  

Transfer (R&T) agents 

and custodians, should 

have an off-site back up 

facility and a Business 

Contingency Plan that is 

tested and evaluated on 

a regular basis. The 

business contingency 

plan should be 

comprehensive and 

should cover 

information technology, 

infrastructure and 

personnel requirements. 

Such a contingency plan 

should allow the AMC to 

perform, at the bare 

minimum, the critical 

functions of mutual fund 

operations on "Day 1". 

These should include:  

o Calculation of daily 

NAVs  

o Redemption 

processing  

o Outstanding trade 

settlements.  

Existing Industry Practice  

 The Mutual Fund should 

address issues of 



 

 

security and virus 

protection by using 

firewalls, access controls 

and appropriate virus 

control procedures for 

its systems and servers.  

 The Mutual Fund should 

carry out due diligence 

on all third-party 

systems before engaging 

them and ensure that 

they have appropriate 

business contingency 

plans in place.  

a. Obsolete   

systems  

 Operational errors, 

delay in meeting 

regulatory 

requirements, 

inefficient processing 

of customer related 

processes.  

Existing Industry Practice  

 The Mutual Fund should 

carry out a periodic 

systems audit to ensure 

required functionality 

vis-à-vis products and 

regulatory requirements.  

 The Mutual Fund should 

carry out periodic stress 

testing of systems to 

ensure the ability to 

process large volumes at 

acceptable speeds.  

 The Mutual Fund should 

implement applications 

that are developed using 



 

 

open architecture in 

order to facilitate 

interfacing and 

integrating with other 

applications.  

 

V. Customer Service   

   

Policies and Procedures 

Existing Industry Practice  

 The Mutual Fund should define service levels with regard to investors 

and incorporate these in the service level agreements with the R&T 

agent.  

 The Mutual Fund should establish reconciliation procedures with 

regard to:  

o matching of cash receipts to issue of units and cash payments to 

redemption of units  

o end-of-day reconciliation to ensure correct allotment, transfer, or 

redemption of units to investors  

o end-of-day reconciliation to ensure payment of commissions to all 

agents  

o periodic reconciliation between the fund accounting system, R&T 

system and bank account.  

 The Mutual Fund should purchase insurance to cover customer 

litigation.  

 The service level clauses with the R&T agent should include a liability 

clause in case of errors and omissions.  

 The Mutual Fund should have documented policies with regard to 

complaints handling.  



 

 

 The Mutual Fund should conduct a periodic audit of all investor-

related activities, carried out both by the Mutual Fund and the R&T 

agent, to ensure that all allotments, redemptions, income 

distributions and commission distributions have been accurate and 

timely. This audit should also include the dispatch of statements and 

annual reports.  

To be Mandated by SEBI  

 The R&T agent should be required to take separate cover for errors 

and omissions.  

Systems 

Existing Industry Practice  

 The R&T system should ideally have the following functionality:  

o imaging and bar-coding of applications  

o automatic generation of customer confirmations  

o maker-checker authorizations  

o workflow based processing  

o in-built checks on price and units  

o flagging units that are pledged  

o interface capabilities with fund accounting system  

o automatic calculation of income and redemption amounts  

o automatic calculation of agent commissions with in-built checks 

for accuracy  

o automatic printing of confirmations, statements, income and 

commission vouchers   

o exception generation and reporting  

o auto-update of account information   

o interface capabilities with sales and marketing database  

o support of customer and account relationship data model   

o in-built checks to ensure all statements are printed.  



 

 

 The Mutual Fund should ideally establish electronic interfaces its with 

banking systems to allow for automatic instructions for payment and 

reconciliation.  

Specific Risk Management Measures for Customer Service  

   

Risks Impact Risk Management 

Measures 

a. Errors in deal 

processing  

 Failure to correctly and 

timely process 

customer transactions 

leading to loss of 

investor confidence 

and non-compliance.  

Existing Industry Practice  

 The Mutual Fund should 

establish procedures for 

accepting applications 

and sending out end-of-

day confirmations for 

transactions. 

Procedures should 

include scanning of all 

customer applications. 

The Mutual Fund should 

also consider tools such 

as bar-coding, optical 

character recognition 

(OCR), intelligent 

character recognition 

(ICR) and the use of pre-

filled forms.  

 The R&T system should 

facilitate maker-checker 

authorizations.  



 

 

 The R&T system should 

facilitate reconciliation 

of cash and units.   

 The Mutual Fund should 

establish controls for 

alternate channels of 

distribution such as the 

telephone and Internet, 

if used. For transactions 

carried out over the 

telephone, call scripts 

should include 

confirmations of 

transaction details. 

Transactions via the 

Internet will transfer the 

responsibility of data 

entry and its accuracy to 

the investor.  

a. Other investor 

services  

 Failure to meet with 

regulatory standards 

leading to non-

compliance.  

 Failure to satisfactorily 

meet investor 

complaints and 

queries, to calculate 

correct income and 

distribute it on time, 

and to provide 

Existing Industry Practice  

 All SEBI regulations 

with regard to investor 

servicing and complaint 

resolution, and its 

reporting, must be 

adhered to.  

 The complaint 

resolution system 

should facilitate:  



 

 

comprehensive and 

accurate financial 

information leading to 

loss of investor 

confidence.  

 Failure to correctly 

calculate commissions 

for agents or to make 

payments to agents 

leading to loss of agent 

confidence in the 

Mutual Fund.  

o tracking of complaint 

resolution  

o automatic update of 

complaints log and 

forwarding of 

complaints to the 

compliance officer.  

 All complaint resolution 

processes should be 

controlled by the 

compliance officer and 

the complaint log should 

be regularly reviewed for 

assessing the quality 

and timeliness of 

resolution.  

 The Mutual Fund should 

carry out an audit of all 

income calculations and 

commission calculations 

to ensure accuracy of 

payments.   

 The Mutual Fund should 

adopt the practice of 

direct debits to 

customers’ and agents’ 

bank accounts.  

a. Fraud   Financial loss to the 

Mutual Fund leading to 

Existing Industry Practice  



 

 

erosion of per unit 

NAV.  

 All investor units should 

only be issued in 

dematerialized form.  

 The Mutual Fund should 

conduct periodic audits 

of customer account set-

up and credit checks on 

customer accounts to 

prevent the setting-up of 

fraudulent accounts.  

 In instances where 

physical unit certificates 

are issued, the Mutual 

Fund should consider 

the use of bar coding, 

invisible ink or other 

tools to prevent the 

possibility of fraudulent 

certificates being 

redeemed.  

Recommended Best Practice  

 Cash applications should 

not be permitted  

 Redemptions should 

only be made to a bank 

account  

For any change in 

address request, the 

R&T agent should 

confirm the change to 



 

 

both the old and new 

addresses. 

 

VI. Marketing & Distribution 

Specific Risk Management Measures for Marketing and Distribution  

   

Risks Impact Risk Management 

Measures 

a. New product 

development  

 Non-compliance with 

regulations, loss of 

market reputation and 

poor customer service 

leading to loss of 

investor confidence.  

Existing Industry Practice  

 A new scheme should 

adhere to all required 

SEBI regulations which 

require every new scheme 

to be approved by the 

Trustees and the Board of 

Directors, and the offer 

document to be reviewed 

by SEBI.  

 The Mutual Fund should 

have a new product 

process in place.  

 All new schemes have to 

obtain clearance of the 

compliance officer and 

the regulator before they 

are launched.  

 Comprehensive market 

research should be 

undertaken by the 

Mutual Fund before the 



 

 

launching of a new 

product in order to 

assess the product’s 

viability in the market.  

 The launch of a new 

product should have 

close involvement of the 

R&T agent and the IT 

teams, to enable 

evaluation of all 

infrastructure for its 

capacity to handle 

unexpectedly large 

volumes generated by a 

new scheme. 

Contingency 

arrangements should be 

made to handle overflow 

volumes.  

a. Selling and 

distribution  

 Financial loss or 

delayed returns to 

investors due to mis-

selling, loss of 

reputation to the 

Mutual Fund.  

Existing Industry Practice  

 The Mutual Fund should 

continuously pursue 

training and certification 

of all its distributors. It 

should adopt strict 

polices and guidelines 

with regard to selling of 

its products and enforce 

these policies by getting 

the distributor to sign a 



 

 

declaration of adherence 

to a code of conduct.   

 The compliance officer 

should vet all marketing 

material and brochures 

given to the distributor.  

 The Mutual Fund should 

follow AMFI’s Three Part 

Program for Distributors, 

comprising Training, 

Certification and 

Registration.  

 The Mutual Fund should 

use the services of only 

those distributors who 

have obtained 

certification. The Mutual 

Fund should empanel 

brokers based on specific 

criteria, including 

certification criteria.   

 The Mutual Fund should 

use techniques such as 

"mystery shoppers" and 

investor surveys to 

evaluate the adherence of 

distributors to the code of 

conduct. It should 

continuously carry out 



 

 

such checks on its 

distributors.  

 

VII. Other Business Risks  

   

Policies and Procedures 

Existing Industry Practice  

 The Mutual Fund should have documented Human Resources (HR) 

policies and procedures. The policies and procedures should address 

issues such as:  

o attracting and retaining key skilled staff  

o succession planning  

o career development plan  

o training plan to equip new employees with relevant skills and 

to update skills of existing employees; training could be 

delivered in-house or through external institutions.  

 The Mutual Fund should have a well documented and comprehensive 

compliance manual as required by SEBI regulations, and an 

operations manual, which are accessible to all employees.  

Organisation 

Existing Industry Practice  

 The Mutual Fund should have qualified HR and administration staff 

with a sound knowledge of HR.  

 The Trustees Board composition should have a majority of 

independent Trustees as specified by the SEBI regulations.   

 The compliance officer should have a direct reporting line to the 

Trustees.  

 

 



 

 

Specific Risk Management Measures for Other Business Risks  

   

Risks Impact Risk Management 

Measures 

a. Critical 

knowledge 

loss  

 Poor performance of the 

Mutual Fund in the 

market vis-à-vis other 

mutual funds.  

Existing Industry Practice  

 The Mutual Fund should 

have documented HR 

policies and procedures 

addressing issues such 

as attracting and 

retaining key skilled 

staff. Incentives such as 

stock options, 

performance bonuses 

and competitive salaries 

should be considered.  

 The Mutual Fund should 

have well documented 

policies and procedures.  

 The HR plan should aim 

to identify and build a 

second line for key 

positions.  

 The HR plan should also 

cover holiday planning 

in case of key employees 

going on leave.  

a. Skills 

shortage  

 Low growth and poor 

performance vis-à-vis 

Existing Industry Practice  

 The Mutual Fund should 

have a training plan for 



 

 

other mutual funds in 

the market.  

 Lack of knowledgeable 

personnel in the 

organisation leading to a 

lackluster or negative 

image of the Mutual 

Fund in the market.  

employees to update 

their existing skills and 

equip them with new 

skills. The training plan 

should identify both in-

house and external 

institutions training 

requirements.   

 The Mutual Fund should 

ideally have a dedicated 

knowledge management 

function within the 

organization to 

disseminate knowledge 

on new products, 

markets and 

developments. This 

function should 

maintain links to 

important information 

sources relevant for the 

industry.  

a. Non-

compliance  

 Inability to meet with 

regulatory requirements 

leading to a loss of 

reputation and loss of 

investor confidence.  

Existing Industry Practice  

 The compliance officer 

should adhere to all 

SEBI regulations with 

regard to the immediate 

reporting to SEBI of any 

instance of non-

compliance by the 



 

 

Mutual Fund as well as 

periodic reporting to 

Trustees.  

 The Mutual Fund should 

have a well documented 

and comprehensive 

compliance manual, as 

required by SEBI 

regulations. This 

manual should be 

accessible to all 

employees.  

 All new employees 

should be made to 

undergo compliance 

training.  

 Trustees should adhere 

to all SEBI regulations 

regarding their 

responsibilities.  

 The Independent 

directors on the Mutual 

Fund Board and the 

Audit Committee should 

actively review 

functioning of the 

Mutual Fund.   

 The Compliance 

Department of the 

Mutual Fund should be 



 

 

staffed with people 

having legal, regulatory, 

accounting and other 

required expertise.  

 The compliance officer 

should have a direct 

reporting line to the 

Trustees.  

Recommended Best Practice  

 Trustees should update 

themselves with the 

general and specific 

roles and 

responsibilities expected 

of them, including the 

proposed Risk 

Management 

Framework.  

a. Third party 

risks  

(R&T agent 

misuses 

access to 

client 

information, 

R&T agent 

gets bought 

by a 

customer or 

goes out of 

 Customer information 

gets shared with 

competitors.  

 Disruption to operations  

 Financial loss to 

investors.  

Existing Industry Practice  

 The Mutual Fund should 

carry out due diligence 

on R&T agent and 

custodians before 

selection. The service 

level agreements (SLA) 

should prohibit the 

misuse of client 

information. The Mutual 

Fund should conduct 



 

 

business, 

custodian 

goes out of 

business). 

periodic audits of R&T 

and custodian activities.  

 The Mutual Fund should 

periodically review the 

arrangement with the 

R&T agent and the 

custodian, and also 

survey other service 

providers in the market.  

  

 

 

APPENDIX A: FINAL RECOMMENDATIONS AS APPROVED BY THE 

AMFI BOARD ON 3 JULY 2002 

 

PART 1: RECOMMENDATIONS TO BE MANDATED BY SEBI 

 

1. Risk Management Function  

 

We recommend that all funds should have an independent risk 

management function. This function will be responsible for identifying, 

evaluating or measuring all risks inherent in a mutual fund organisation, 

as well as establishing controls to mitigate such risks. The risks include:  

 Fund Management: volatility in performance, style drift and portfolio 

concentration, interest rate movements, liquidity issues, credit risk  

 Operations: deal errors, settlement problems, NAV and fund pricing 

errors, inaccurate financial reporting, fraud, failure of mission 

critical systems and infrastructure, obsolete systems  

 Customer Service: errors in deal processing, other investor services, 

fraud  



 

 

 Marketing and Distribution: new product development, selling and 

distribution  

 Other Business Risks: critical knowledge loss, skills shortage, non-

compliance, third party risks. 

  

The function should be separate from fund management and should report 

to the Chief Executive Officer of the AMC. The function could be carried 

out in a number of ways:  

 

 As an additional function of an existing employee of the AMC, e.g. 

the Compliance Officer or Internal Auditor;  

 Through a Risk Management Committee;  

 Outsourced to an external agency; or  

 As the Trustees of the mutual fund may deem fit.  

 

A Risk Management Framework manual detailing the policies and 

procedures, systems, organisation controls and specific risk management 

measures for the above risks will be prepared by AMFI.  

 

The creation of such a function should be mandated by SEBI, with an 

implementation time frame of 3 months from the date of such mandate, or 

1st January 2003, whichever is later.  

   

1. Disaster Recovery and Business Contingency Plans  

 

All funds, and their Registrar and Transfer (R&T) agents and custodians, 

should have an off-site back up facility and a Business Contingency Plan 

that is tested and evaluated on a regular basis. The business contingency 

plan should be comprehensive and should cover information technology, 

infrastructure and personnel requirements. Such a contingency plan 



 

 

should allow the AMC to perform, at the bare minimum, the critical 

functions of mutual fund operations on "Day 1". These should include:  

1. Calculation of daily NAVs  

2. Redemption processing  

3. Outstanding trade settlements.  

SEBI should mandate the above with an implementation time frame of 6 

months from the date of such mandate.  

 

1. Insurance  

We recommend that funds should be required to buy insurance cover 

against third party losses arising from errors and omissions. The level and 

type of cover should be determined by the Trustees, subject to a minimum 

level of Rs 5 crores. However, Mutual Funds with assets of less than 

Rs.100 crores may take insurance cover for an amount of less than Rs.5 

crore as determined by their trustees. The premium for this cover may be 

paid for in accordance with Chapter VII, Section 52 (4) (b) (x) of the 

Securities and Exchange Board of India (Mutual Fund) Regulations, 1996. 

R&T agents and custodians should also be required to take separate cover 

for errors and omissions.  

 

PART 2: RECOMMENDATIONS TO BE ISSUED AS BEST PRACTICE 

GUIDELINES BY AMFI 

 

These are recommended best practice measures that should be adopted 

as the industry matures and the operations of individual players grow in 

size and complexity.  

 

1. Liquidity Risks  

 



 

 

Funds should make suitable in-principle arrangements in advance for 

borrowing to deal with unexpected redemptions, in order to avoid delays 

and difficulties in resorting to borrowing when the need arises.  

 

2. Use of Risk Measurement Tools in Portfolio Management  

 

Mutual Funds should consider using one or more of the following portfolio 

management tools for risk measurement, in keeping with international 

trends. These tools should be used to manage risks more effectively, and 

should be capable of carrying out the following analytics:  

 Quantification of exposure using measures such as Value at Risk (VaR), 

duration, and tracking error  

 Risk adjusted performance measurement using Sharpe Ratios, Treynor 

Measures and Sortino Ratios  

 Risk benchmarking, i.e. the exposure arising between the actual 

managed portfolio and the benchmark portfolio  

 Stress testing and back testing of exposure calculations.  

 

 

 

1. Front Office and Dealing Systems  

   

Funds should consider implementing integrated front and back office 

systems which will facilitate straight-through processing, thereby 

reducing the possibility of input errors at any stage in the investment, 

dealing and settlement process. More importantly, a front office system 

with a robust compliance module will facilitate pre-trade compliance 

checks, thereby reducing the possibility of regulatory or internal limits 

being breached.  

   



 

 

2. Dealing and Best Execution  

 

Currently, most players are too small to warrant a segregation of duties 

between fund managing and dealing. However, as the industry matures 

and volumes increase, this will be an area that should be looked at more 

closely, with a view to setting clear guidelines for best execution.  

   

3. Money Laundering  

 

In the absence of any money laundering regulation in India, funds 

should, at a minimum, adopt the following measures:  

 Cash applications should not be permitted  

 Redemptions should only be made to a bank account  

 For any change in address request, the R&T agent should 

confirm the change to both the old and new addresses. 

 
 

 
 
 



 

 

 
ANNEXURE 3 

 
Investment Valuation Norms for Mutual Funds3 

  

All mutual funds shall provide transaction details of various types of debt securities like NCDs, Mibor linked 

floaters and CPs on daily basis in the format below to the agency recommended by AMFI. Submission of data 

would help in daily matrix generation, would improve uniformity and accuracy of valuation in the mutual funds 

industry. 

 
Date Of 
Transaction  

Coupon  

Security 

Name  

Security 

Type 

Staggered 
Redemption/Maturity 

Dates  

Staggered 
Redemption 
/Maturity 

Values  Rating 

Put/Call 
Option 

Dates 

Put/Call 
Option 

Values 

Interest 
Payment 

Dates 

Volume 
(in Rs. 

Crs) 

Clean 

Price 

YTM 

(Annualised) 

  
                        

  
    NCD                   

  

    

Mibor 

Linked                   

  
    CP                   

                                                 

3  SEBI Cir No - MFD/CIR.No 23 / 066 /2003 dated March 7, 2003 

 



 

 

 

ANNEXURE 4 

List of Million Plus Cities for investments by REMF4 

Census of India 2001 (Provisional)   

    

        

S.No. Name of City 

Civic 

Status 

State/Union 

Territory 

        

1 2 3 4 

    

1 Greater Mumbai  M.Corp. Maharashtra 

2 

Delhi Municipal Corporation 

(Urban) M.Corp. Delhi 

3 Kolkata  M.Corp. West Bengal 

4 Bangalore  M.Corp. Karnataka 

5 Chennai  M.Corp. Tamil Nadu 

6 Ahmedabad  M.Corp. Gujarat 

7 Hyderabad    M.Corp. Andhra Pradesh 

8 Pune  M.Corp. Maharashtra 

9 Kanpur  M.Corp. Uttar Pradesh 

10 Surat  M.Corp. Gujarat 

11 Jaipur  M.Corp Rajasthan 

12 Lucknow  M.Corp. Uttar Pradesh 

13 Nagpur  M.Corp. Maharashtra 

14 Indore  M.Corp. Madhya Pradesh 

15 Bhopal  M.Corp. Madhya Pradesh 

16 Ludhiana  M.Corp. Punjab 

17 Patna  M.Corp Bihar 

18 Vadodara   M.Corp. Gujarat 

19 Thane  M.Corp. Maharashtra 

20 Agra  M.Corp. Uttar Pradesh 

21 Kalyan-Dombivli  M.Corp. Maharashtra 

22 Varanasi  M.Corp.  Uttar Pradesh 

23 Nashik  M.Corp. Maharashtra 

24 Meerut  M.Corp. Uttar Pradesh 

25 Faridabad  M.Corp. Haryana 

26 Haora  M.Corp.  West Bengal 

27 Pimprichinchwad  M.Corp. Maharashtra 

                                                 
4 SEBI/IMD/CIR No.4/124477/08 dated  May 2, 2008 



 

 

                                                Total:   

        

Note:    

 M. Corp. stands for Municipal Corporation  

        

 
List of Million Plus UAs Cities for investments by REMF 

 
 

Urban Agglomerations/Cities having population of more 
than one million in 2001 
   

   

Rank 

in 2001 

Urban Agglomeration/City 

(1,000,000 + population) 

Civic Status 

1 2 3 

   

1 Greater Mumbai   UA 

2 Kolkata UA 

3 Delhi   UA 

4 Chennai   UA 

5 Bangalore  UA 

6 Hyderabad  UA 

7 Ahmadabad  UA 

8 Pune   UA 

9 Surat  UA 

10 Kanpur UA 

11 Jaipur  M.Corp. 

12 Lucknow UA 

13 Nagpur   UA 

14 Patna  UA 

15 Indore   UA 

16 Vadodara UA 

17 Bhopal   UA 

18 Coimbatore   UA 

19 Ludhiana  M.Corp. 

20 Kochi   UA 

21 Visakhapatnam UA 

22 Agra  UA 

23 Varanasi UA 

24 Madurai   UA 

25 Meerut  UA 

26 Nashik   UA 

27 Jabalpur   UA 

28 Jamshedpur      UA 

29 Asansol  UA 

30 Dhanbad   UA 

31 Faridabad  M.Corp. 

32 Allahabad UA 



 

 

33 Amritsar UA 

34 Vijayawada UA 

35 Rajkot  UA 

  TOTAL   

 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
 
 

 
 

 
 
 

 
 
 

 
 

 
 



 

 

ANNEXURE 5 

 
 

SECURITIES AND EXCHANGE BOARD OF INDIA 

SEBI INVESTOR EDUCATION PROGRAMME5 

(INVESTMENTS IN MUTUAL FUNDS) 

Introduction 

Different investment avenues are available to investors. Mutual funds also 

offer good investment opportunities to the investors. Like all investments, 

they also carry certain risks. The investors should compare the risks and 

expected yields after adjustment of tax on various instruments while 

taking investment decisions. The investors may seek advice from experts 

and consultants including agents and distributors of mutual funds 

schemes while making investment decisions.  

With an objective to make the investors aware of functioning of mutual 

funds, an attempt has been made to provide information in question-

answer format which may help the investors in taking investment 

decisions.  

What is a Mutual Fund? 

Mutual fund is a mechanism for pooling the resources by issuing units to 

the investors and investing funds in securities in accordance with 

objectives as disclosed in offer document.  

Investments in securities are spread across a wide cross-section of 

industries and sectors and thus the risk is reduced. Diversification 

                                                 
5 MFD / CIR No.13 /370 /02 dated January 16, 2002 



 

 

reduces the risk because all stocks may not move in the same direction in 

the same proportion at the same time. Mutual fund issues units to the 

investors in accordance with quantum of money invested by them. 

Investors of mutual funds are known as unitholders. 

The profits or losses are shared by the investors in proportion to their 

investments. The mutual funds normally come out with a number of 

schemes with different investment objectives which are launched from 

time to time. A mutual fund is required to be registered with Securities 

and Exchange Board of India (SEBI) which regulates securities markets 

before it can collect funds from the public.  

What is the history of Mutual Funds in India and role of SEBI in 

mutual funds industry? 

Unit Trust of India was the first mutual fund set up in India in the year 

1963. In early 1990s, Government allowed public sector banks and 

institutions to set up mutual funds.  

In the year 1992, Securities and exchange Board of India (SEBI) Act was 

passed. The objectives of SEBI are – to protect the interest of investors in 

securities and to promote the development of and to regulate the securities 

market.  

As far as mutual funds are concerned, SEBI formulates policies and 

regulates the mutual funds to protect the interest of the investors. SEBI 

notified regulations for the mutual funds in 1993. Thereafter, mutual 

funds sponsored by private sector entities were allowed to enter the capital 

market. The regulations were fully revised in 1996 and have been amended 

thereafter from time to time. SEBI has also issued guidelines to the mutual 

funds from time to time to protect the interests of investors.  



 

 

All mutual funds whether promoted by public sector or private sector 

entities including those promoted by foreign entities are governed by the 

same set of Regulations. There is no distinction in regulatory requirements 

for these mutual funds and all are subject to monitoring and inspections 

by SEBI. The risks associated with the schemes launched by the mutual 

funds sponsored by these entities are of similar type.  

How is a mutual fund set up? 

A mutual fund is set up in the form of a trust, which has sponsor, trustees, 

asset management company (AMC) and custodian. The trust is established 

by a sponsor or more than one sponsor who is like promoter of a company. 

The trustees of the mutual fund hold its property for the benefit of the 

unitholders. Asset Management Company (AMC) approved by SEBI 

manages the funds by making investments in various types of securities. 

Custodian, who is registered with SEBI, holds the securities of various 

schemes of the fund in its custody. The trustees are vested with the general 

power of superintendence and direction over AMC. They monitor the 

performance and compliance of SEBI Regulations by the mutual fund.  

SEBI Regulations require that at least two thirds of the directors of trustee 

company or board of trustees must be independent i.e. they should not be 

associated with the sponsors. Also, 50% of the directors of AMC must be 

independent. All mutual funds are required to be registered with SEBI 

before they launch any scheme.  

What is Net Asset Value (NAV) of a scheme? 

The performance of a particular scheme of a mutual fund is denoted by 

Net Asset Value (NAV).  



 

 

Mutual funds invest the money collected from the investors in securities 

markets. In simple words, Net Asset Value is the market value of the 

securities held by the scheme. Since market value of securities changes 

every day, NAV of a scheme also varies on day to day basis. The NAV per 

unit is the market value of securities of a scheme divided by the total 

number of units of the scheme on any particular date. For example, if the 

market value of securities of a mutual fund scheme is Rs 200 lakhs and 

the mutual fund has issued 10 lakhs units of Rs. 10 each to the investors, 

then the NAV per unit of the fund is Rs.20. NAV is required to be disclosed 

by the mutual funds on a regular basis - daily or weekly - depending on 

the type of scheme. 

What are the different types of mutual fund schemes? 

Schemes according to Maturity Period: 

A mutual fund scheme can be classified into open-ended scheme or close-

ended scheme depending on its maturity period.  

Open-ended Fund/ Scheme  

An open-ended fund or scheme is one that is available for subscription 

and repurchase on a continuous basis. These schemes do not have a fixed 

maturity period. Investors can conveniently buy and sell units at Net Asset 

Value (NAV) related prices which are declared on a daily basis. The key 

feature of open-end schemes is liquidity. 

Close-ended Fund/ Scheme 

A close-ended fund or scheme has a stipulated maturity period e.g. 5-7 

years. The fund is open for subscription only during a specified period at 

the time of launch of the scheme. Investors can invest in the scheme at 

the time of the initial public issue and thereafter they can buy or sell the 



 

 

units of the scheme on the stock exchanges where the units are listed. In 

order to provide an exit route to the investors, some close-ended funds give 

an option of selling back the units to the mutual fund through periodic 

repurchase at NAV related prices. SEBI Regulations stipulate that at least 

one of the two exit routes is provided to the investor i.e. either repurchase 

facility or through listing on stock exchanges. These mutual funds 

schemes disclose NAV generally on weekly basis. 

Schemes according to Investment Objective: 

A scheme can also be classified as growth scheme, income scheme, or 

balanced scheme considering its investment objective. Such schemes may 

be open-ended or close-ended schemes as described earlier. Such schemes 

may be classified mainly as follows: 

Growth / Equity Oriented Scheme 

The aim of growth funds is to provide capital appreciation over the medium 

to long- term. Such schemes normally invest a major part of their corpus 

in equities. Such funds have comparatively high risks. These schemes 

provide different options to the investors like dividend option, capital 

appreciation, etc. and the investors may choose an option depending on 

their preferences. The investors must indicate the option in the application 

form. The mutual funds also allow the investors to change the options at 

a later date. Growth schemes are good for investors having a long-term 

outlook seeking appreciation over a period of time. 

 

Income / Debt Oriented Scheme 

The aim of income funds is to provide regular and steady income to 

investors. Such schemes generally invest in fixed income securities such 



 

 

as bonds, corporate debentures, Government securities and money market 

instruments. Such funds are less risky compared to equity schemes. These 

funds are not affected because of fluctuations in equity markets. However, 

opportunities of capital appreciation are also limited in such funds. The 

NAVs of such funds are affected because of change in interest rates in the 

country. If the interest rates fall, NAVs of such funds are likely to increase 

in the short run and vice versa. However, long term investors may not 

bother about these fluctuations. 

Balanced Fund 

The aim of balanced funds is to provide both growth and regular income 

as such schemes invest both in equities and fixed income securities in the 

proportion indicated in their offer documents. These are appropriate for 

investors looking for moderate growth. They generally invest 40-60% in 

equity and debt instruments. These funds are also affected because of 

fluctuations in share prices in the stock markets. However, NAVs of such 

funds are likely to be less volatile compared to pure equity funds.  

Money Market or Liquid Fund 

These funds are also income funds and their aim is to provide easy 

liquidity, preservation of capital and moderate income. These schemes 

invest exclusively in safer short-term instruments such as treasury bills, 

certificates of deposit, commercial paper and inter-bank call money, 

government securities, etc. Returns on these schemes fluctuate much less 

compared to other funds. These funds are appropriate for corporate and 

individual investors as a means to park their surplus funds for short 

periods. 

 



 

 

Gilt Fund 

These funds invest exclusively in government securities. Government 

securities have no default risk. NAVs of these schemes also fluctuate due 

to change in interest rates and other economic factors as is the case with 

income or debt oriented schemes.  

Index Funds  

Index Funds replicate the portfolio of a particular index such as the BSE 

Sensitive index, S&P NSE 50 index (Nifty), etc These schemes invest in the 

securities in the same weightage comprising of an index. NAVs of such 

schemes would rise or fall in accordance with the rise or fall in the index, 

though not exactly by the same percentage due to some factors known as 

"tracking error" in technical terms. Necessary disclosures in this regard 

are made in the offer document of the mutual fund scheme.  

There are also exchange traded index funds launched by the mutual funds 

which are traded on the stock exchanges.  

What are sector specific funds/schemes? 

These are the funds/schemes which invest in the securities of only those 

sectors or industries as specified in the offer documents. e.g. 

Pharmaceuticals, Software, Fast Moving Consumer Goods (FMCG), 

Petroleum stocks, etc. The returns in these funds are dependent on the 

performance of the respective sectors/industries. While these funds may 

give higher returns, they are more risky compared to diversified funds. 

Investors need to keep a watch on the performance of those 

sectors/industries and must exit at an appropriate time. They may also 

seek advice of an expert.  



 

 

What are Tax Saving Schemes? 

These schemes offer tax rebates to the investors under specific provisions 

of the Income Tax Act, 1961 as the Government offers tax incentives for 

investment in specified avenues. e.g. Equity Linked Savings Schemes 

(ELSS). Pension schemes launched by the mutual funds also offer tax 

benefits. These schemes are growth oriented and invest pre-dominantly in 

equities. Their growth opportunities and risks associated are like any 

equity-oriented scheme.  

What is a Fund of Funds (FoF) scheme? 

A scheme that invests primarily in other schemes of the same mutual fund 

or other mutual funds is known as a FoF scheme. An FoF scheme enables 

the investors to achieve greater diversification through one scheme. It 

spreads risks across a greater universe. 

What is a Load or no-load Fund? 

A Load Fund is one that charges a percentage of NAV for entry or exit. That 

is, each time one buys or sells units in the fund, a charge will be payable. 

This charge is used by the mutual fund for marketing and distribution 

expenses. Suppose the NAV per unit is Rs.10. If the entry as well as exit 

load charged is 1%, then the investors who buy would be required to pay 

Rs.10.10 and those who offer their units for repurchase to the mutual fund 

will get only Rs.9.90 per unit. The investors should take the loads into 

consideration while making investment as these affect their 

yields/returns. However, the investors should also consider the 

performance track record and service standards of the mutual fund which 

are more important. Efficient funds may give higher returns in spite of 

loads.  



 

 

A no-load fund is one that does not charge for entry or exit. It means the 

investors can enter the fund/scheme at NAV and no additional charges 

are payable on purchase or sale of units.  

Can a mutual fund impose fresh load or increase the load beyond the 

level mentioned in the offer documents? 

Mutual funds cannot increase the load beyond the level mentioned in the 

offer document. Any change in the load will be applicable only to 

prospective investments and not to the original investments. In case of 

imposition of fresh loads or increase in existing loads, the mutual funds 

are required to amend their offer documents so that the new investors are 

aware of loads at the time of investments. 

What is a sales or repurchase/redemption price?  

The price or NAV a unitholder is charged while investing in an open-ended 

scheme is called sales price. It may include sales load, if applicable. 

Repurchase or redemption price is the price or NAV at which an open-

ended scheme purchases or redeems its units from the unitholders. It may 

include exit load, if applicable.  

What is an assured return scheme? 

Assured return schemes are those schemes that assure a specific return 

to the unitholders irrespective of performance of the scheme. 

A scheme cannot promise returns unless such returns are fully 

guaranteed by the sponsor or AMC and this is required to be disclosed in 

the offer document.  



 

 

Investors should carefully read the offer document whether return is 

assured for the entire period of the scheme or only for a certain period. 

Some schemes assure returns one year at a time and they review and 

change it at the beginning of the next year.  

Can a mutual fund change the asset allocation while deploying funds 

of investors? 

Considering the market trends, any prudent fund managers can change 

the asset allocation i.e. he can invest higher or lower percentage of the 

fund in equity or debt instruments compared to what is disclosed in the 

offer document. It can be done on a short term basis on defensive 

considerations i.e. to protect the NAV. Hence the fund managers are 

allowed certain flexibility in altering the asset allocation considering the 

interest of the investors. In case the mutual fund wants to change the asset 

allocation on a permanent basis, they are required to inform the 

unitholders and giving them option to exit the scheme at prevailing NAV 

without any load. 

How to invest in a scheme of a mutual fund? 

Mutual funds normally come out with an advertisement in newspapers 

publishing the date of launch of the new schemes. Investors can also 

contact the agents and distributors of mutual funds who are spread all 

over the country for necessary information and application forms. Forms 

can be deposited with mutual funds through the agents and distributors 

who provide such services. Now a days, the post offices and banks also 

distribute the units of mutual funds. However, the investors may please 

note that the mutual funds schemes being marketed by banks and post 

offices should not be taken as their own schemes and no assurance of 



 

 

returns is given by them. The only role of banks and post offices is to help 

in distribution of mutual funds schemes to the investors.  

Investors should not be carried away by commission/gifts given by 

agents/distributors for investing in a particular scheme. On the other 

hand they must consider the track record of the mutual fund and should 

take objective decisions.  

Can non-resident Indians (NRIs) invest in mutual funds? 

Yes, non-resident Indians can also invest in mutual funds. Necessary 

details in this respect are given in the offer documents of the schemes.  

How much should one invest in debt or equity oriented schemes? 

An investor should take into account his risk taking capacity, age factor, 

financial position, etc. As already mentioned, the schemes invest in 

different type of securities as disclosed in the offer documents and offer 

different returns and risks. Investors may also consult financial experts 

before taking decisions. Agents and distributors may also help in this 

regard.  

How to fill up the application form of a mutual fund scheme? 

An investor must mention clearly his name, address, number of units 

applied for and such other information as required in the application form. 

He must give his bank account number so as to avoid any fraudulent 

encashment of any cheque/draft issued by the mutual fund at a later date 

for the purpose of dividend or repurchase. Any changes in the address, 

bank account number, etc at a later date should be informed to the mutual 

fund immediately.  



 

 

What should an investor look into an offer document? 

An abridged offer document, which contains very useful information, is 

required to be given to the prospective investor by the mutual fund. The 

application form for subscription to a scheme is an integral part of the offer 

document. SEBI has prescribed minimum disclosures in the offer 

document. An investor, before investing in a scheme, should carefully read 

the offer document. Due care must be given to portions relating to main 

features of the scheme, risk factors, initial issue expenses and recurring 

expenses to be charged to the scheme, entry or exit loads, sponsor’s track 

record, educational qualification and work experience of key personnel 

including fund managers, performance of other schemes launched by the 

mutual fund in the past, pending litigations and penalties imposed, etc. 

When will the investor get certificate or statement of account after 

investing in a mutual fund? 

Mutual funds are required to despatch certificates or statements of 

accounts within six weeks from the date of closure of the initial 

subscription of the scheme. In case of close-ended schemes, the investors 

would get either a demat account statement or unit certificates as these 

are traded in the stock exchanges. In case of open-ended schemes, a 

statement of account is issued by the mutual fund within 30 days from 

the date of closure of initial public offer of the scheme. The procedure of 

repurchase is mentioned in the offer document.  

How long will it take for transfer of units after purchase from stock 

markets in case of close-ended schemes? 



 

 

According to SEBI Regulations, transfer of units is required to be done 

within thirty days from the date of lodgment of certificates with the mutual 

fund.  

As a unitholder, how much time will it take to receive 

dividends/repurchase proceeds? 

A mutual fund is required to despatch to the unitholders the dividend 

warrants within 30 days of the declaration of the dividend and the 

redemption or repurchase proceeds within 10 working days from the date 

of redemption or repurchase request made by the unitholder.  

In case of failures to despatch the redemption/repurchase proceeds within 

the stipulated time period, Asset Management Company is liable to pay 

interest as specified by SEBI from time to time (15% at present). 

Can a mutual fund change the nature of the scheme from the one 

specified in the offer document?  

Yes. However, no change in the nature or terms of the scheme, known as 

fundamental attributes of the scheme e.g. structure, investment pattern, 

etc. can be carried out unless a written communication is sent to each 

unitholder and an advertisement is given in one English daily having 

nationwide circulation and in a newspaper published in the language of 

the region where the head office of the mutual fund is situated. The 

unitholders have the right to exit the scheme at the prevailing NAV without 

any exit load if they do not want to continue with the scheme. The mutual 

funds are also required to follow similar procedure while converting the 

scheme form close-ended to open-ended scheme and in case of change in 

sponsor.  



 

 

How will an investor come to know about the changes, if any, which 

may occur in the mutual fund? 

There may be changes from time to time in a mutual fund. The mutual 

funds are required to inform any material changes to their unitholders. 

Apart from it, many mutual funds send quarterly newsletters to their 

investors. 

At present, offer documents are required to be revised and updated at least 

once in two years. In the meantime, new investors are informed about the 

material changes by way of addendum to the offer document till the time 

offer document is revised and reprinted.  

How to know the performance of a mutual fund scheme? 

The performance of a scheme is reflected in its net asset value (NAV) which 

is disclosed on daily basis in case of open-ended schemes and on weekly 

basis in case of close-ended schemes. The NAVs of mutual funds are 

required to be published in newspapers. The NAVs are also available on 

the web sites of mutual funds. All mutual funds are also required to put 

their NAVs on the web site of Association of Mutual Funds in India (AMFI) 

www.amfiindia.com and thus the investors can access NAVs of all mutual 

funds at one place  

The mutual funds are also required to publish their performance in the 

form of half-yearly results which also include their returns/yields over a 

period of time i.e. last six months, 1 year, 3 years, 5 years and since 

inception of schemes. Investors can also look into other details like 

percentage of expenses of total assets as these have an affect on the yield 

and other useful information in the same half-yearly format. 

http://www.amfiindia.com/


 

 

The mutual funds are also required to send annual report or abridged 

annual report to the unitholders at the end of the year.  

Various studies on mutual fund schemes including yields of different 

schemes are being published by the financial newspapers on a weekly 

basis. Apart from these, many research agencies also publish research 

reports on performance of mutual funds including the ranking of various 

schemes in terms of their performance. Investors should study these 

reports and keep themselves informed about the performance of various 

schemes of different mutual funds.  

Investors can compare the performance of their schemes with those of 

other mutual funds under the same category. They can also compare the 

performance of equity oriented schemes with the benchmarks like BSE 

Sensitive Index, S&P CNX Nifty, etc.  

On the basis of performance of the mutual funds, the investors should 

decide when to enter or exit from a mutual fund scheme.  

How to know where the mutual fund scheme has invested money 

mobilised from the investors? 

The mutual funds are required to disclose full portfolios of all of their 

schemes on half-yearly basis which are published in the newspapers. 

Some mutual funds send the portfolios to their unitholders.  

The scheme portfolio shows investment made in each security i.e. equity, 

debentures, money market instruments, government securities, etc. and 

their quantity, market value and % to NAV. These portfolio statements also 

required to disclose illiquid securities in the portfolio, investment made in 

rated and unrated debt securities, non-performing assets (NPAs), etc.  



 

 

Some of the mutual funds send newsletters to the unitholders on quarterly 

basis which also contain portfolios of the schemes.  

 

Is there any difference between investing in a mutual fund and in an 

initial public offering (IPO) of a company? 

Yes, there is a difference. IPOs of companies may open at lower or higher 

price than the issue price depending on market sentiment and perception 

of investors. However, in the case of mutual funds, the par value of the 

units may not rise or fall immediately after allotment. A mutual fund 

scheme takes some time to make investment in securities. NAV of the 

scheme depends on the value of securities in which the funds have been 

deployed.  

If schemes in the same category of different mutual funds are 

available, should one choose a scheme with lower NAV?  

Some of the investors have the tendency to prefer a scheme that is 

available at lower NAV compared to the one available at higher NAV. 

Sometimes, they prefer a new scheme which is issuing units at Rs. 10 

whereas the existing schemes in the same category are available at much 

higher NAVs. Investors may please note that in case of mutual funds 

schemes, lower or higher NAVs of similar type schemes of different mutual 

funds have no relevance. On the other hand, investors should choose a 

scheme based on its merit considering performance track record of the 

mutual fund, service standards, professional management, etc. This is 

explained in an example given below. 

Suppose scheme A is available at a NAV of Rs.15 and another scheme B 

at Rs.90. Both schemes are diversified equity oriented schemes. Investor 



 

 

has put Rs. 9,000 in each of the two schemes. He would get 600 units 

(9000/15) in scheme A and 100 units (9000/90) in scheme B. Assuming 

that the markets go up by 10 per cent and both the schemes perform 

equally good and it is reflected in their NAVs. NAV of scheme A would go 

up to Rs. 16.50 and that of scheme B to Rs. 99. Thus, the market value of 

investments would be Rs. 9,900 (600* 16.50) in scheme A and it would be 

the same amount of Rs. 9900 in scheme B (100*99). The investor would 

get the same return of 10% on his investment in each of the schemes. 

Thus, lower or higher NAV of the schemes and allotment of higher or lower 

number of units within the amount an investor is willing to invest, should 

not be the factors for making investment decision. Likewise, if a new equity 

oriented scheme is being offered at Rs.10 and an existing scheme is 

available for Rs. 90, should not be a factor for decision making by the 

investor. Similar is the case with income or debt-oriented schemes. 

On the other hand, it is likely that the better managed scheme with higher 

NAV may give higher returns compared to a scheme which is available at 

lower NAV but is not managed efficiently. Similar is the case of fall in NAVs. 

Efficiently managed scheme at higher NAV may not fall as much as 

inefficiently managed scheme with lower NAV. Therefore, the investor 

should give more weightage to the professional management of a scheme 

instead of lower NAV of any scheme. He may get much higher number of 

units at lower NAV, but the scheme may not give higher returns if it is not 

managed efficiently.  

How to choose a scheme for investment from a number of schemes 

available?  

As already mentioned, the investors must read the offer document of the 

mutual fund scheme very carefully. They may also look into the past track 

record of performance of the scheme or other schemes of the same mutual 



 

 

fund. They may also compare the performance with other schemes having 

similar investment objectives. Though past performance of a scheme is not 

an indicator of its future performance and good performance in the past 

may or may not be sustained in the future, this is one of the important 

factors for making investment decision. In case of debt oriented schemes, 

apart from looking into past returns, the investors should also see the 

quality of debt instruments which is reflected in their rating. A scheme 

with lower rate of return but having investments in better rated 

instruments may be safer. Similarly, in equities schemes also, investors 

may look for quality of portfolio. They may also seek advice of experts.  

Are the companies having names like mutual benefit the same as 

mutual funds schemes? 

Investors should not assume some companies having the name "mutual 

benefit" as mutual funds. These companies do not come under the purview 

of SEBI. On the other hand, mutual funds can mobilise funds from the 

investors by launching schemes only after getting registered with SEBI as 

mutual funds.  

Is the higher net worth of the sponsor a guarantee for better returns? 

In the offer document of any mutual fund scheme, financial performance 

including the net worth of the sponsor for a period of three years is 

required to be given. The only purpose is that the investors should know 

the track record of the company which has sponsored the mutual fund. 

However, higher net worth of the sponsor does not mean that the scheme 

would give better returns or the sponsor would compensate in case the 

NAV falls.  

Where can an investor look out for information on mutual funds? 



 

 

Almost all the mutual funds have their own web sites. Investors can also 

access the NAVs, half-yearly results and portfolios of all mutual funds at 

the web site of Association of mutual funds in India (AMFI) 

www.amfiindia.com. AMFI has also published useful literature for the 

investors.  

Investors can log on to the web site of SEBI www.sebi.gov.in and go to 

"Mutual Funds" section for information on SEBI regulations and 

guidelines, data on mutual funds, draft offer documents filed by mutual 

funds, addresses of mutual funds, etc. Also, in the annual reports of SEBI 

available on the web site, a lot of information on mutual funds is given.  

There are a number of other web sites which give a lot of information of 

various schemes of mutual funds including yields over a period of time. 

Many newspapers also publish useful information on mutual funds on 

daily and weekly basis. Investors may approach their agents and 

distributors to guide them in this regard. 

Can an investor appoint a nominee for his investment in units of a 

mutual fund? 

Yes. The nomination can be made by individuals applying for / holding 

units on their own behalf singly or jointly.  Non-individuals including 

society, trust, body corporate, partnership firm, Karta of Hindu Undivided 

Family, holder of Power of Attorney cannot nominate. 

If mutual fund scheme is wound up, what happens to money invested? 

In case of winding up of a scheme, the mutual funds pay a sum based on 

prevailing NAV after adjustment of expenses. Unitholders are entitled to 

receive a report on winding up from the mutual funds which gives all 

necessary details. 

http://www.amfiindia.com/
http://www.sebi.gov.in/


 

 

How can the investors redress their complaints? 

Investors would find the name of contact person in the offer document of 

the mutual fund scheme whom they may approach in case of any query, 

complaints or grievances. Trustees of a mutual fund monitor the activities 

of the mutual fund. The names of the directors of asset management 

company and trustees are also given in the offer documents. Investors 

should approach the concerned Mutual Fund / Investor Service Centre of 

the Mutual Fund with their complaints, 

If the complaints remain unresolved, the investors may approach SEBI for 

facilitating redressal of their complaints. On receipt of complaints, SEBI 

takes up the matter with the concerned mutual fund and follows up with 

it regularly. Investors may send their complaints to:  

Securities and Exchange Board of India 

Office of Investor Assistance and Education (OIAE) 

Exchange Plaza, “G” Block, 4th Floor, 

Bandra-Kurla Complex,  

Bandra (E), Mumbai – 400 051. 

Phone: 26598510-13 

What is the procedure for registering a mutual fund with SEBI?  

An applicant proposing to sponsor a mutual fund in India must submit an 

application in Form A along with a fee of Rs.1lakh. The application is 

examined and once the sponsor satisfies certain conditions such as being 

in the financial services business and possessing positive net worth for the 

last five years, having net profit in three out of the last five years and 



 

 

possessing the general reputation of fairness and integrity in all business 

transactions, it is required to complete the remaining formalities for setting 

up a mutual fund. These include inter alia, executing the trust deed and 

investment management agreement, setting up a trustee company/board 

of trustees comprising two-thirds independent trustees, incorporating the 

asset management company (AMC), contributing to at least 40% of the net 

worth of the AMC and appointing a custodian. Upon satisfying these 

conditions, the registration certificate is issued subject to the payment of 

registration fees of Rs.25 lakhs. For details, see the SEBI (Mutual Funds) 

Regulations, 1996.  

  

  ***** 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

ANNEXURE 66 

 

THE GAZETTE OF INDIA 

EXTRAORDINARY 
PART - III - SECTION 4 

PUBLISHED BY AUTHORITY 

NEW DELHI, MAY 31, 2010 
SECURITIES AND EXCHANGE BOARD OF INDIA 

NOTIFICATION 
Mumbai, the 31st May, 2010 

 

Notification under regulation 3 of the Securities and Exchange 
Board of India (Certification of Associated Persons in the Securities 

Markets) Regulations, 2007. 
 

In terms of sub-regulation (1) of regulation 3 of the Securities and 
Exchange Board of India (Certification of Associated Persons in the 

Securities Markets) Regulations, 2007 (the Regulations), the Board is 
empowered to require, by notification, any category of associated persons 
as defined in the Regulations to obtain requisite certification. 

 
Accordingly, it is notified that with effect from June 01, 2010, the following 
category of associated persons, i.e., distributors, agents or any persons 

employed or engaged or to be employed or engaged in the sale and/or 
distribution of mutual fund products, shall be required to have a valid 

certification from the National Institute of Securities Markets (NISM) by 
passing the certification examination as mentioned in the NISM 
communiqué NISM/Certification/Series-V-A: MFD/2010/01 dated May 

05, 2010. 
 

Provided that if the said associated person possesses a valid certificate by 
passing before June 01, 2010, the AMFI Mutual Fund (Advisors) Module, 
he shall be exempted from the requirement of the aforementioned NISM 

certification examination. 
 

LAD-NRO/GN/2010-11/09/6422 
 

C. B. BHAVE 
CHAIRMAN 

SECURITIES AND EXCHANGE BOARD OF INDIA 
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ANNEXURE 77 

Investment/trading in securities by employees of AMC(s) and 

Trustees of Mutual Funds 

 

I. The guidelines enumerated below specify the minimum requirements 

that have to be followed. The AMC(s) and Trustees are free to set more 

stringent norms for investment and/or trading in securities by their 

employees. The Board of the AMC and Trustees shall ensure 

compliance with these Guidelines on a continuous basis and shall 

report any violations and remedial action taken by them in the 

periodical reports submitted to the Board. 

II. Guidelines for Investment and/or Trading in Securities by Employees 

of AMC(s) and Trustees: 

A. Applicability 

1. These Guidelines shall be applicable to all employees of AMC(s) and 

Trustees and shall form a part of the Code of Conduct for employees 

adopted by the AMC(s) and/or Trustees. New employees shall be 

bound by these Guidelines from the date of joining the AMC(s) and/or 

Trustees. 

2. These Guidelines shall cover transactions for sale or purchase of 

securities made: 

a. In the name of employees, either individually or jointly, 

b. In the name of the employees' spouse, 

c. As a member of HUF, 

d. In the name of employees' parent, sibling and child of such 

employee or of the spouse, any of whom is either dependent 
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financially on such employee or consults such employee in taking 

decision relating to trading in securities. 

B. The objectives and principles of these Guidelines are: 

1. To ensure that all securities transactions made by employees in their 

personal capacity are conducted in consonance with these Guidelines 

and in such manner as to avoid any actual or potential conflict of 

interest or any abuse of an individual's position of trust and 

responsibility. 

2. The employees of AMC(s) and Trustees especially Access Persons shall 

not take undue advantage of any price sensitive information that they 

may have about any company. Access Person for the purpose of these 

Guidelines shall mean the Head of the AMC (designated as 

CEO/Managing Director/President or by any other name), the Fund 

Managers, Dealers, Research Analysts, all employees in the Fund 

Operations Department, Compliance Officer and Heads of all 

divisions and/or departments or any other employee as decided by 

the AMC(s) and/or Trustees. 

3. To guide employees of AMC(s) and Trustees in maintaining a high 

standard of probity that one would expect from an employee in a 

position of responsibility. 

 

C. General 

1. Investments covered: 

a. These Guidelines cover transactions for purchase or sale of any 

securities such as shares, debentures, bonds, warrants, derivatives 

and units of schemes floated by Mutual Funds / AMCs where the 

concerned persons (in terms of the applicability stated at Clause A1 

above) are employed. 



 

 

b. These Guidelines do not apply to the following investments by the 

employees: 

i. Investments in Fixed Deposits with banks /Financial Institutions 

/companies, Life Insurance Policies, Provident Funds (including 

Public Provident Fund) or investment in savings schemes such 

as National Savings Certificates, National Savings Schemes, 

Kisan Vikas Patra, or any other similar investment. 

ii. Investments of a non-financial nature such as gold etc., where 

there is no likely conflict between the Mutual Fund's interest and 

the employees' interest. 

iii. Investments in government securities, Money Market 

instruments, Money Market Mutual Fund schemes, liquid 

schemes and schemes floated by other Mutual Funds / AMCs. 

2. No employee shall pass on information to anybody inducing him to 

buy/sell securities which are being bought and/or sold by the Mutual 

Fund of which the AMC is the investment manager. 

3. Prior approval of personal investment transactions: 

a. All access persons except Compliance Officer shall apply in the form 

prescribed by the AMC(s) and/or Trustees to the Compliance Officer 

for prior approval of transactions for sale or purchase of securities 

other than those expressly stated to be exempt under these 

guidelines. The Compliance Officer shall apply to the Head of the 

AMC(s). The decision of the Compliance Officer shall be final and 

binding on the employee.  

b. In these Guidelines, in the case of the Compliance Officer's own 

transactions for purchase or sale of securities or disclosure or any 

other related matter, the term "Compliance Officer" wherever it 

appears, shall be read as "Head of the AMC." 



 

 

c. The Compliance Officer may coordinate with the Fund Management 

Department of the Mutual Fund, wherever necessary, to clear 

requests of investment and/or trading in securities by the 

employees. 

d. The approval of Compliance Officer for carrying out a transaction of 

sale or purchase of a security by the access person shall not be valid 

for more than seven trading days from the date of approval. 

e. If a transaction approved by Compliance Officer has not been 

effected within seven trading days from the date of its approval, the 

access person shall be required to obtain approval once again from 

Compliance Officer prior to effecting the transaction. 

f. All employees shall refrain from profiting from the purchase and sale 

or sale and purchase of any security within a period of 30 calendar 

days from the date of their personal transaction. However, in cases 

where it is done, the employee shall provide a suitable explanation 

to the Compliance Officer, which shall be reported to the Board of 

the AMC and the Trustees at the time of review. 

D. Investments in Shares and/or Debentures and/or Bonds and/or 

Warrants and/or Derivatives 

Investments in securities shall broadly be classified into investments 

through (a) primary markets and (b) secondary markets. 

1. Investments through the primary markets: 

a. An employee including access person is permitted to apply to a public 

issue of shares and/or debentures and/or bonds and/or warrants 

of any company, as long as the application is made in the normal 

course of the public issue. Such an application may be made 

without seeking the clearance from the Compliance Officer. 

Employees of AMC(s) and Trustees are prohibited from applying in 

any reserved quota such as promoters' quota, employees' quota etc. 



 

 

Employees shall not participate in any private placement of equity 

by any company. 

b. Notwithstanding anything stated in (a) above, an employee of an 

AMC(s) and/or Trustees may apply for shares and/or debentures 

and/or bonds and/or warrants in a preferential offer, in cases where 

such a preferential offer is being made by a company that belongs 

to the same industrial group as the company in which the employee 

already has an investment, provided that such a preferential offer is 

made to all shareholders and/or debenture holders of such 

companies. Details of such applications made shall be intimated to 

the Compliance Officer. 

c. The employees of the AMC(s) and/or Trustees including access 

person may apply for any rights offer of any company in which they 

are already shareholders. Applications for additional rights (over 

and above the normal rights entitlement) shares may be made by 

the employees including access person without getting the clearance 

from the Compliance Officer. An employee including access person 

may also sell and/or renounce his rights entitlement without getting 

the clearance from the Compliance Officer. However, if an access 

person wishes to purchase the "Rights renunciations" he shall get 

the clearance of the Compliance Officer for the same. Such 

purchases shall be done only at market prices. Details of any 

applications made in any rights issue, whether in the normal 

course, or through purchase of rights renunciations, shall be 

intimated to the Compliance Officer. 

2. Investments through the secondary markets: 

a. An access person who wishes to make a secondary market 

transaction shall submit a written application to that effect to the 

Compliance Officer. Such an application shall specify the name of 



 

 

the company whose securities the employee wishes to buy and/or 

sell, type of security, and the number of shares and/or debentures 

and/or bonds and/or warrants and/or derivatives that the access 

person wishes to buy/sell. 

 

b. The Compliance Officer shall clear these requests if the following 

conditions are met: 

i. If the shares and/or debentures and/or bonds and/or warrants 

of the company or derivatives specified by the access person are 

not held by any scheme of the Mutual Fund of which the AMC is 

the investment manager;  

ii. If such shares and/or debentures and/or bonds and/or 

warrants of the company or derivatives specified by the employee 

are held by any scheme of the Mutual Fund of which the AMC is 

the investment manager, there should be a "cooling off period of 

15 calendar days. The Compliance Officer shall ensure that the 

last transaction in that particular security was done by the 

Mutual Fund at least 15 calendar days prior to the date of the 

written application by the access person. In other words, an 

application for a purchase /sale transaction on a personal basis 

would be cleared only if the Mutual Fund has not transacted in 

that particular security for at least 15 calendar days. 

However, trades executed pursuant to a trading plan submitted 

by the employees in terms of SEBI (PIT) Regulations, 2015 shall 

be exempt from the  requirement of a "cooling off period, 

provided that such trading plan: 

a) Is in compliance with the norms prescribed in SEBI (PIT) 

Regulations, 2015 

b) Is publicly disclosed on the website of the concerned Mutual 



 

 

Fund 

The Compliance Officer shall also properly monitor trades of the 

MF scheme and that of the access person, as per the trading 

plan, in order to ensure that such trading plan does not entail 

trading in securities for market abuse. 

c. The Compliance Officer shall keep a track of the transactions of the 

employees and transactions of the Mutual Fund to ensure that there 

is no conflict of interest between them i.e. the Compliance Officer 

should track whether the Mutual Fund has transacted in the same 

securities either before or after the employee's transaction(s). 

d. The Compliance Officer shall maintain a record of all requests for 

pre-clearance regarding the purchase or sale of a security, including 

the date of the request, the name of the access person, the details of 

the proposed transaction and whether the request was approved or 

denied and waivers given, if any, and its reasons. 

e. No employee shall purchase any security (including derivatives) on 

a "Carry Forward" basis or indulge in "Short Sale" of any security 

(including derivatives) i.e. employees who effect any purchase 

transaction(s) shall ensure that they take delivery of the securities 

purchased, before selling them. 

f. Any transaction of Front Running by any employee directly or 

indirectly is strictly prohibited. For this purpose, "Front Running" 

means any transaction of purchase and/or sale of a security carried 

by any employee whether for self or for any other person, knowing 

fully well that the AMC also intends to purchase and/or sell the 

same security for its Mutual Fund operations. To ascertain that the 

employee had no prior knowledge of the Mutual Fund's intended 

transactions, the Compliance Officer may take a declaration in this 

regard from the employee. Such declaration may be included in the 



 

 

application form itself. 

g. Any transaction of self-dealing by any employee either directly or 

indirectly, whether alone or in concert with another person is 

prohibited. For this purpose, "Self-Dealing" means trading in the 

securities based on price sensitive information to which the 

employee has access by virtue of his office. Declaration to this effect 

may be taken from the employee while clearing the proposals for 

investment. 

h. The employees shall not insist or suggest to the concerned brokers 

to charge reduced brokerage, or accept any contract with a clause 

on reduced brokerage charge. 

E. Investments in units of Mutual Fund Schemes 

1. Access persons as well as other employees do not require prior 

permission of the Compliance Officer for purchase or sale of units of 

Mutual Fund schemes. However, details of each such transaction, 

excluding transactions in Money Market Mutual Fund schemes and 

liquid schemes shall be reported by them to the Compliance Officer 

within 7 calendar days from the date of transaction. 

2. In case of investments in SIP of any Mutual Fund scheme, the 

employees may report only at the time of making the first installment 

of the SIP.  



 

 

 

3. Notwithstanding anything mentioned earlier, in the following cases 

employees of AMC & Trustees shall not purchase or sell /or repurchase 

or redeem units of any scheme, including Money Market Mutual Fund 

scheme and liquid scheme of their Mutual Fund: 

a. There is a likelihood of a change in the investment objectives of the 

concerned 

Mutual Fund Scheme(s) and this has not been communicated to the 

investors; 

b. There is a likelihood of a rights and/or bonus issue in the concerned 

Mutual Fund Scheme(s) and this has not been communicated to the 

investors; 

c. The concerned Mutual Fund Scheme is contemplating to issue 

dividend to the unit holders and this has not been communicated 

to the investors; 

d. There is a likelihood of a change in the accounting policy, or a 

significant change in the valuation of any asset, or class of assets 

and the same has not been communicated to the investors; 

e. There is a likelihood of conversion of a close ended scheme to an 

open ended scheme and vice versa and this has not been 

communicated to the investors. 

F Periodic Disclosures 

1. All access persons shall submit, in the form prescribed by the Mutual 

Fund of which the AMC is the investment manager, details of their 

personal transactions of purchase or sale of securities to the 

Compliance Officer. The details to be submitted are as follows: 

a. Details of transactions effected for purchase and/or sale of 

securities including transactions in rights entitlements through the 



 

 

secondary market within 7 calendar days from the date of 

transaction; 

b. Details of allotment received against application for public and 

rights issues within 7 calendar days from the date of receipt of the 

allotment advice; 

c. A statement of holding in securities as on March 31 within 30 

calendar days from the end of every financial year ending March 31. 

2. All employees other than access persons shall submit, in the form 

prescribed by the Mutual Fund, to the Compliance Officer: 

a. Details of each of their transactions for purchase or sale of securities 

including allotment in public and rights issues within 7 calendar 

days. 

b. A statement of holding in securities as on March 31 within 30 

calendar days from the end of every financial year ending March 31. 

c. A declaration shall also be included in the reporting form on the 

lines of clause C (2) (f) and C (2) (g) regarding Front Running and 

Self-Dealing. 

G Review by the Board of Directors of AMC and the Trustee(s) 

1. The Board of the AMC and the Trustees shall review the compliance of 

these 

Guidelines in their periodic meetings. They shall review the existing 

procedures and recommend changes in procedures based on the AMC's 

experience, industry practices and/or developments in applicable laws 

and regulations. They shall report compliance and any violations and 

remedial action taken by them in their reports submitted to the Board. 

H. Applicability of Insider Trading Regulations 

 



 

 

I. Securities and Exchange Board of India (Prohibition of Insider Trading) 

Regulations, 2015 shall be followed strictly by the Trustees, asset 

management companies and their employees and directors. 

  



 

 

ANNEXURE 88 
 

1. Cyber-attacks and threats attempt to compromise the 
Confidentiality, Integrity and Availability (CIA) of the computer 
systems, networks and databases (Confidentiality refers to 
limiting access of systems and information to authorized users, 
Integrity is the assurance that the information is reliable and 
accurate, and Availability refers to guarantee of reliable access to 
the systems and information by authorized users). Cyber security 
framework includes measures, tools and processes that are 
intended to prevent cyber-attacks and improve cyber resilience. 
Cyber Resilience is an organization’s ability to prepare and 
respond to a cyber-attack and to continue operation during, and 
recover from, a cyber-attack. 

 
Governance 

 
2. As part of the operational risk management framework to manage 

risk to systems, networks and databases from cyber-attacks and 
threats, Mutual Funds/ Asset Management Companies (AMCs) 
should formulate a comprehensive cyber security and cyber 
resilience policy document encompassing the framework 
mentioned hereunder. The policy document should be approved 
by the Board of the AMC and Trustees, and in case of deviations 
from the suggested framework, reasons for such deviations 
should also be provided in the policy document. The policy 
document should be reviewed by the Board of AMC at least once 
annually with the view to strengthen and improve its cyber 
security and cyber resilience framework. 

 
3. The cyber security and cyber resilience policy should include the 

following process to identify, assess, and manage cyber security 
risk associated with processes, information, networks and 
systems; 

 
a. ‘Identify’ critical IT assets and risks associated with such 

assets, 
b. ‘Protect’ assets by deploying suitable controls, tools and 

measures,  
c. ‘Detect’ incidents, anomalies and attacks through 

appropriate monitoring tools/processes,  
d. ‘Respond’ by taking immediate steps after identification 

of the incident, anomaly or attack,  
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e. ‘Recover’ from incident through incident management, 
disaster recovery and business continuity framework. 

 
4. The Cyber security policy should encompass the principles 

prescribed by National Critical Information Infrastructure 
Protection Centre (NCIIPC) of National Technical Research 
Organization (NTRO), Government of India, in the report titled 
’Guidelines for Protection of National Critical Information 
Infrastructure’ and subsequent revisions, if any, from time to 
time. 

 
5. Mutual Funds/ AMCs should also incorporate best practices from 

standards such as ISO 27001, ISO 27002, COBIT 5, etc., or their 
subsequent revisions, if any, from time to time. 

 
6. Mutual Funds/ AMCs should designate a senior official as Chief 

Information Security Officer (CISO) whose function would be to 
assess, identify and reduce cyber security risks, respond to 
incidents, establish appropriate standards and controls, and 
direct the establishment and implementation of processes and 
procedures as per the cyber security and resilience policy 
approved by the Board of the AMCs. 

 
7. The Board of the AMCs shall constitute a Technology Committee 

comprising experts proficient in technology. This Technology 
Committee should on a quarterly basis review the implementation 
of the cyber security and cyber resilience policy approved by their 
Board, and such review should include review of their current IT 
and cyber security and cyber resilience capabilities, set goals for 
a target level of cyber resilience, and establish a plan to improve 
and strengthen cyber security and cyber resilience. The review 
shall be placed before the Board of the AMCs and Trustees for 
appropriate action. 

 
8. Mutual Funds/ AMCs should establish a reporting procedure to 

facilitate communication of unusual activities and events to CISO 
or to the senior management in a timely manner. 

 
9. The aforementioned committee and the senior management of the 

AMCs, including the CISO, should periodically review instances of 
cyber-attacks, if any, domestically and globally, and take steps to 
strengthen cyber security and cyber resilience framework. 

 
10. Mutual Funds/ AMCs should define responsibilities of its 

employees, outsourced staff, and employees of vendors, members 
or participants and other entities, who may have access or use 



 

 

systems / networks of the Mutual Funds/ AMCs, towards 
ensuring the goal of cyber security. 

 
Identify 

 
11. Mutual Funds/ AMCs should identify critical assets based on 

their sensitivity and criticality for business operations, services 
and data management and should maintain up-to-date inventory 
of its hardware and systems, software and information assets 
(internal and external), details of its network resources, 
connections to its network and data flows. 

 
12. Mutual Funds/ AMCs should accordingly identify cyber risks 

(threats and vulnerabilities) that it may face, along with the 
likelihood of such threats and impact on the business and 
thereby, deploy controls commensurate to the criticality. 

 
13. Mutual Funds/ AMCs should also encourage its third-party 

service providers, if any, such as RTAs, Custodians, Brokers, 
Distributors, etc. to have similar standards of Information 
Security. 

 
Protection 

 
Access Controls 

 
14. No person by virtue of rank or position should have any intrinsic 

right to access confidential data, applications, system resources or 
facilities. 
 

15. Any access to AMC’s/ Mutual Fund’s systems, applications, 
networks, databases, etc., should be for a defined purpose and for 
a defined period. AMCs/MFs should grant access to IT systems, 
applications, databases and networks on a need-to-use basis and 
based on the principle of least privilege. Such access should be 
for the period when the access is required and should be 
authorized using strong authentication mechanisms. 

 
16. Mutual Funds/ AMCs should implement strong password 

controls for users’ access to systems, applications, networks and 
databases. Password controls should include a change of 
password upon first log-on, minimum password length and 
history, password complexity as well as maximum validity period. 
The user credential data should be stored using strong and latest 
hashing algorithms. 

 



 

 

17. Mutual Funds/ AMCs should ensure that records of user access 
are uniquely identified and logged for audit and review purposes. 
Such logs should be maintained and stored in encrypted form for 
a time period not less than two (2) years. 

 
18. Mutual Funds/ AMCs should deploy additional controls and 

security measures to supervise staff with elevated system access 
entitlements (such as admin or privileged users). Such controls 
and measures should inter-alia include restricting the number of 
privileged users, periodic review of privileged users’ activities, 
disallow privileged users from accessing systems logs in which 
their activities are being captured, strong controls over remote 
access by privileged users, etc. 

 
19. Account access lock policies after failure attempts should be 

implemented for all accounts. 
 

20. Employees and outsourced staff such as employees of vendors or 
service providers, who may be given authorized access to the 
Mutual Fund’s/ AMC’s critical systems, networks and other 
computer resources, should be subject to stringent supervision, 
monitoring and access restrictions. 

 
21. Two-factor authentication at log-in should be implemented for all 

users that connect using online/ internet facility. 
 

22. Mutual Funds/ AMCs should formulate an Internet access policy 
to monitor and regulate the use of internet and internet based 
services such as social media sites, cloud-based internet storage 
sites, etc. 

 
23. Proper ‘end of life’ mechanism should be adopted to deactivate 

access privileges of users who are leaving the organization or 
whose access privileges have been withdrawn. 

 
Physical Security 

 
24. Physical access to the critical systems should be restricted to 

minimum. Physical access of outsourced staff or visitors should 
be properly supervised by ensuring at the minimum that 
outsourced staff or visitors are accompanied at all times by 
authorized employees. 
 

25. Physical access to the critical systems should be revoked 
immediately if the same is no longer required. 

 



 

 

26. Mutual Funds/ AMCs should ensure that the perimeter of the 
critical equipments rooms are physically secured and monitored 
by employing physical, human and procedural controls such as 
the use of security guards, CCTVs, card access systems, 
mantraps, bollards, etc. where appropriate. 

 
Network Security Management 

 
27. Mutual Funds/ AMCs should establish baseline standards to 

facilitate consistent application of security configurations to 
operating systems, databases, network devices and enterprise 
mobile devices within the IT environment. The Mutual Funds/ 
AMCs should conduct regular enforcement checks to ensure that 
the baseline standards are applied uniformly. 

 
28. Mutual Funds/ AMCs should install network security devices, 

such as firewalls as well as intrusion detection and prevention 
systems, to protect their IT infrastructure from security exposures 
originating from internal and external sources. 

 
29. Anti-virus software should be installed on servers and other 

computer systems. Updation of anti-virus definition files and 
automatic anti-virus scanning should be done on a regular basis. 

 
Security of Data 

 
30. Data-in motion and Data-at-rest should be in encrypted form by 

using strong encryption methods such as Advanced Encryption 
Standard (AES), RSA, SHA-2, etc. 

 
31. Mutual Funds/ AMCs should implement measures to prevent 

unauthorized access or copying or transmission of data / 
information held in contractual or fiduciary capacity. It should be 
ensured that confidentiality of information is not compromised 
during the process of exchanging and transferring information 
with external parties. 

 
32. The information security policy should also cover use of devices 

such as mobile phone, faxes, photocopiers, scanners, etc. that can 
be used for capturing and transmission of data. 

 
33. Mutual Funds/ AMCs should allow only authorized data storage 

devices through appropriate validation processes. 
 

Hardening of Hardware and Software 
 



 

 

34. Only a hardened and vetted hardware / software should be 
deployed by the Mutual Funds/ AMCs. During the hardening 
process, Mutual Funds/ AMCs should inter-alia ensure that 
default passwords are replaced with strong passwords and all 
unnecessary services are removed or disabled in equipments / 
software. 

 
35. All open ports which are not in use or can potentially be used for 

exploitation of data should be blocked. Other open ports should 
be monitored and appropriate measures should be taken to 
secure the ports. 

 
Application Security and Testing 

 
36. Mutual Funds/ AMCs should ensure that regression testing is 

undertaken before new or modified system is implemented. The 
scope of tests should cover business logic, security controls and 
system performance under various stress-load scenarios and 
recovery conditions. 

 
Patch Management 

 
37. Mutual Funds/ AMCs should establish and ensure that the patch 

management procedures include the identification, categorization 
and prioritization of security patches. An implementation 
timeframe for each category of security patches should be 
established to implement security patches in a timely manner. 

 

 

38. Mutual Funds/ AMCs should perform rigorous testing of security 
patches before deployment into the production environment so as 
to ensure that the application of patches do not impact other 
systems. 

 
Disposal of systems and storage devices 

 
39. Mutual Funds/ AMCs should frame suitable policy for disposals 

of the storage media and systems. The data / information on such 
devices and systems should be removed by using methods viz. 
wiping / cleaning / overwrite, degauss and physical destruction, 
as applicable. 

 
 
 

 
 



 

 

Vulnerability Assessment and Penetration Testing (VAPT) 
 

40. Mutual Funds/ AMCs should regularly conduct vulnerability 
assessment to detect security vulnerabilities in the IT 
environment. Mutual Funds/ AMCs should also carry out periodic 
penetration tests, at least once in a year, in order to conduct an 
in-depth evaluation of the security posture of the system through 
simulations of actual attacks on its systems and networks. 

 
41. Remedial actions should be immediately taken to address gaps 

that are identified during vulnerability assessment and 
penetration testing. 

 
42. In addition, Mutual Funds/ AMCs should perform vulnerability 

scanning and conduct penetration testing prior to the 
commissioning of a new system which offers internet accessibility 
and open network interfaces. 

 
Monitoring and Detection 

 
43. Mutual Funds/ AMCs should establish appropriate security 

monitoring systems and processes to facilitate continuous 
monitoring of security events and timely detection of 
unauthorized or malicious activities, unauthorized changes, 
unauthorized access and unauthorized copying or transmission 
of data / information held in contractual or fiduciary capacity, by 
internal and external parties. The security logs of systems, 
applications and network devices should also be monitored for 
anomalies. 
 

44. Further, to ensure high resilience, high availability and timely 
detection of attacks on systems and networks, Mutual Funds/ 
AMCs should implement suitable mechanism to monitor capacity 
utilization of its critical systems and networks. 

 
45. Suitable alerts should be generated in the event of detection of 

unauthorized or abnormal system activities, transmission errors 
or unusual online transactions. 

 
Response and Recovery 

 
46. Alerts generated from monitoring and detection systems should 

be suitably investigated, including impact and forensic analysis of 
such alerts, in order to determine activities that are to be 
performed to prevent expansion of such incident of cyber-attack 
or breach, mitigate its effect and eradicate the incident. 



 

 

 
47. The response and recovery plan of the Mutual Funds/ AMCs 

should aim at timely restoration of systems affected by incidents 
of cyber-attacks or breaches. The recovery plan should be in line 
with the Recovery Time Objective (RTO) and Recovery Point 
Objective (RPO) as specified by SEBI for Market Infrastructure 
Institutions vide SEBI circular CIR/MRD/DMS/17/20 dated 
June 22, 2012 as amended from time to time. 

 
48. The response plan should define responsibilities and actions to be 

performed by its employees and support or outsourced staff in the 
event of cyber-attacks or breach of cyber security mechanism. 

 
49. Any incident of loss or destruction of data or systems should be 

thoroughly analyzed and lessons learned from such incidents 
should be incorporated to strengthen the security mechanism and 
improve recovery planning and processes. 

 
50. Mutual Funds/ AMCs should also conduct suitable periodic drills 

to test the adequacy and effectiveness of response and recovery 
plan. 

 
Sharing of information 

 
51. Quarterly reports containing information on cyber-attacks and 

threats experienced by Mutual Funds/ AMCs and measures taken 
to mitigate vulnerabilities, threats and attacks including 
information on bugs / vulnerabilities / threats that may be useful 
for other AMCs/MFs should be submitted to SEBI in a soft copy. 

 
52. Such details as are felt useful for sharing with other Mutual 

Funds/ AMCs in masked and anonymous manner shall be shared 
using mechanism to be specified by SEBI from time to time. 

 
 

Training 
 

53. Mutual Funds/ AMCs should conduct periodic training programs 
to enhance awareness level among the employees and outsourced 
staff, vendors, etc. on IT / Cyber security policy and standards. 
Special focus should be given to build awareness levels and skills 
of staff from non-technical disciplines. 

 
54. The training program should be reviewed and updated to ensure 

that the contents of the program remain current and relevant. 
 



 

 

Periodic Audit 
 

55. AMCs / Mutual Funds shall arrange to have its systems audited 
on an annual basis by an independent CISA / CISM qualified or 
CERT-IN empanelled auditor to check compliance with the above 
areas and shall submit the report to SEBI along with the 
comments of the Board of AMCs and Trustees within three 
months of the end of the financial year. 

 
Vendors or Service Providers 

 
56. AMCs / MFs have outsourced many of their critical activities to 

different agencies / vendors / service providers. The 
responsibility, accountability and ownership of those outsourced 
activities lies primarily with AMCs / MFs. Therefore, AMCs / MFs 
have to come out with appropriate monitoring mechanism 
through clearly defined framework to ensure that all the 
requirements as specified in this circular is complied with. The 
periodic report submitted to SEBI should highlight the critical 
activities handled by the agencies and to certify the above 
requirement is complied. The provisions of this circular shall also 
apply to those RTAs which serves AMCs as the in-house RTAs of 
the AMCs. 

  



 

 

 ANNEXURE 99 

Systems deemed to be based on AI and ML technology 
 

Applications and Systems belonging but not limited to following 
categories or a combination of these:  

 
1. Natural Language Processing (NLP), sentiment analysis or text mining 

systems that gather intelligence from unstructured data. – In this case, 

Voice to text, text to intelligence systems in any natural language will be 

considered in scope.  E.g.: robo chat bots, big data intelligence gathering 

systems. 

2. Neural Networks or a modified form of it. – In this case, any systems that 

uses a number of nodes (physical or software simulated nodes) mimicking 

natural neural networks of any scale, so as to carry out learning from 

previous firing of the nodes will be considered in scope. E.g.: Recurrent 

Neural networks and Deep learning Neural Networks. 

3. Machine learning through supervised, unsupervised learning or a 

combination of both. – In this case, any application or systems that carry 

out knowledge representation to form a knowledge base of domain, by 

learning and creating its outputs with real world input data and deciding 

future outputs based upon the knowledge base. E.g.: System based on 

Decision tree, random forest,  K mean, Markov decision process, Gradient 

boosting Algorithms. 

4. A system that uses statistical heuristics method instead of procedural 

algorithms or the system / application applies clustering or categorization 

algorithms to categorize data without a predefined set of categories. 

5. A system that uses a feedback mechanism to improve its parameters and 

bases it subsequent execution steps on these parameters. 

6. A system that does knowledge representation and maintains a knowledge 

base. 
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ANNEXURE - 1010 
 

Guidelines for System Audit framework for Mutual Funds/ Asset 

Management Companies (AMCs) 
 

 
IT Environment 

Organization Details   

Name   

Address 
 

What is the IT team size 

(Employees)? 

 

What is the IT team size 

(Vendors)?0 
  

IT Setup & Usage   

Data Center and DR Site 

(Location, 

owned/outsourced) 

 

Network Diagram 

(schematic) with WAN 

connectivity 

 

Network/ Security 
Systems: (Please specify 

Version/make/model) 

 

- Routers  
 

- Switches  
 

- Proxy servers  
 

- Firewall  
 

- Intrusion Detection 

Systems  

 

- Intrusion Prevention 

Systems  

 

- Remote Access Servers  
 

- Data Leakage Prevention 

(specify network and/ or 

host) 

 

- Privileged Identity 
Management  

 

- Others (please specify 

e.g. WIPS) 

 

Total number of 

workstations (incl. 

laptops) & users 
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Primary Operating 

Systems in use for 

workstations? 

 
 

 

 

 

Application Systems         

Application System  Location 
of 
server(s) 

HW/OS/DB for 
DB Server 

HW/OS/DB for 
Web Server 

HW/OS/DB for 
Web Server 

e.g. Front Office System
  

        

e.g. Back Office System         

e.g. Email System         

e.g. Intranet System         

e.g. File Server System         

e.g. Finance & Accounting 
System  

        

 
 
  



 

 

System Audit Program Checklist 

 

The checklist is intended to provide guidance to the Mutual Funds/Asset 
Management (MFs/AMCs) Companies and Firms/ Companies appointed by 
MFs/AMCs for performing the systems audit. MFs/AMCs are responsible for 
ensuring that adequate and effective control environment exists over the IT 
systems in use for supporting business operations, including that at vendors/ 
third parties supporting operations like Register & Transfer Agents (RTAs), 
Fund Accountants, Custodians etc. 
 
Audit 
Objective 
Question 

No 

Audit 
Objective 
Heading 

Sub-Heading Audit Checklist 

1 IT 
GOVERNANCE 

  IT GOVERNANCE 

1a IT 
GOVERNANCE 

IT Governance 
Framework  

IT Governance framework: 
Whether an IT Governance framework exists 
which requires defining of: 
- An IT Organization Structure 
- Frameworks used for IT governance  
- Organization wide IT governance processes 
including policy making, implementation 
and monitoring to ensure that the 
governance principles are followed as desired 

 

1b IT 
GOVERNANCE 

IT Strategy 
Committee  

IT Strategy Committee:  
- Whether an IT Strategy Committee exists 
with representations from Board of Directors 
(BOD), senior IT and business management 
and reporting to the BOD?  
- Is the IT strategy committee has members 
with skills and understanding of processes, 
information technology and information 
security in the context of Mutual Fund and 
other business of the organization?  
- Are roles and responsibilities of the IT 
Strategy Committee defined?  
- Does the IT Strategy Committee meet at 
least twice in a year? 
 

1c IT 
GOVERNANCE 

IT Risk 
Management  

IT Risk Management:  
- Whether organization has a defined IT risk 

management framework covering amongst 
others process and responsibilities of risk 
assessment, management and monitoring? 
- Does the risk management framework 

include the following:  
a. Identification of IT assets subject to risk 
management 
b. Identification of threats related to those IT 
assets 
c. Assessment of probability of occurrence of 
threats  
d. Defining risk mitigation methods in line 



 

 

with threats, risk categorization and 
probability 
e. Process to be followed for monitoring of 
risks identified and mitigation methods 
implemented 
- Is the IT risk management framework 
approved by the BOD? 
- Has the organization established risk 
management committee that oversee and 

provide direction with respect to IT risk? 
 

1d IT 
GOVERNANCE 

IT Policies and 
Procedures:  

IT Policies and Procedures:  
- Whether a defined and documented IT 
policy exists and is approved by the BOD? 
- Is the current state of IT architecture 
documented including infrastructure, 
network and application components to 
show system linkages and dependencies? 

- Whether defined and documented 
procedures exist for all components, which 
amongst others include: 
a. IT Assets Acquisition (including retrial) 
b. Logical access management 
c. Change management 
d. Backup and recovery  
e. Automated batch jobs 
f. Incident management 
g. Problem management 
h. Data Center Operations 
i. Operating systems and database 
management 
j. Network and communication management 

k. End user computing 
l. Acceptable use of IT assets, etc. 
- Does IT policy comprise of the IT 
organization structure, roles and 
responsibilities of key IT management 
personnel, IT strategic management process 
and processes for ensuring adherence with 
compliance requirements? 
 

1e IT 
GOVERNANCE 

IT Organization 
Structure  

IT Organization Structure: 
- Whether a defined organization structure 
exists with defined authorities, reporting 
lines and responsibilities related to IT 
governance including a designated Chief 
Information Officer (CIO)/ Chief Technology 
Officer (CTO), Chief Information Security 
Officer (CISO) and heads for key IT teams 
managing IT operations, IT applications, IT 
infrastructure, IT risk management/ 
reviews? 

- Are roles and responsibilities of IT 
Organization defined? 

 

 1f IT 
GOVERNANCE 

IS Audit  Information Systems (IS) Audit:  
- Is there a defined IS audit framework 
including process and responsibilities to be 
followed for IS audits, IS audit calendar, 
scope definition, review, reporting process 
and monitoring progress against non-



 

 

compliances? 
- Are IS audit plans, reports, findings and 
action plans reported management and audit 
committee of board as appropriate? 
 

2 INFORMATION 
SECURITY 

  INFORMATION SECURITY 

2a INFORMATION 
SECURITY 

Information 
Security 
function  

Information Security function: 
- Whether an information security function 
exists distinct from IT function with 
dedicated responsibility of defining and 
monitoring implementation of information 
security policies and controls? 
- Is there a designated CISO responsible for 
overseeing the information security function 
and for ensuring information security 
procedures are defined and implemented? 
- Does the information security function 

include representations from departments 
and operations across the organization 
including internal and client facing functions 
and including all organization locations? 
 

2b INFORMATION 
SECURITY 

Information 
Security policy  

Information Security policy: 
- Whether a defined and documented 
information security policy exists and is 
approved by the BOD? 
- Whether the information security 
framework ensures security requirements 
are in-built into key IT architecture, 
operations and other non-IT aspects, 
including but not limited to: 
a. Access management - Physical and Logical 
b. Infrastructure and applications change 
management 
c. Backup and recovery  
d. automated batch jobs 
e. Incident management (including security 
incidents) 
f. Problem management 
g. Data center Operations 
h. Operating systems and database 
management 
i. Network and communication management 
j. End user computing, in addition consider 
phone, faxes, photocopiers, scanners, etc. 
k. Security Operations - logging and 
monitoring 
- Whether defined and documented 
procedures exist for the following: 

a. Hardening procedures, standards and 
guidelines for operating systems, databases, 

servers and network devices 
b. Use of cryptography 
c. Third Party Security 
d. Human Resource controls for information 
security 
e. Information classification guidance and 
process including mechanisms for storage, 
transmission and disposal of information 
- Whether the information security 



 

 

framework/ policy is reviewed on an yearly 
basis at a minimum? 
 

2c INFORMATION 
SECURITY 

Information 
Security Risk 

Management 

Information Security Risk Management:  
- Whether a defined process exists and is 

followed for Information Security (IS) risk 
management on an annual basis, at a 
minimum? 
- Whether the IS risk management is 
performed in line with the organization and 
IT risk management framework? 
- Whether the risk assessment is performed 
for new functions, processes, teams and 
locations. Whether relevant risk mitigation 
and monitoring actions are implemented as 
per the defined framework? 
 

2d INFORMATION 

SECURITY 

Cyber Security Cyber Security: 
 
- Whether Mutual Funds / AMCs has 
complied with the provisions of Cyber 
Security and Cyber Resilience prescribed 
vide SEBI circular 
SEBI/HO/IMD/DF2/CIR/P/2019/12 dated 
January 10, 2019 and any further guidelines 
by SEBI with regard to cyber security for 
MFs / AMCs? 

 

2e INFORMATION 
SECURITY 

Information 
Security 
Awareness 

Information Security Awareness:  
- Whether information security and 
cybersecurity processes are communicated 
to employees, contractors, third parties, etc.? 
- Whether information security and 
cybersecurity trainings are conducted as 
part of induction as well as periodic 
trainings? 
 

2f INFORMATION 
SECURITY 

Information 
Privacy 

Information Privacy:  
- Whether defined and documented privacy 
policy exists and is approved by the BOD? 
- Whether procedures have been defined in 
line with applicable regulations with respect 
to: 
a. Privacy notice 
b. Choice & consent 

c. Data collection 
d. Data use, retention & disposal 
e. Access to data 
f. Disclosure to third parties 
g. Security controls for private data 
h. Monitoring & enforcement 
 

2g INFORMATION 
SECURITY 

Human 
Resource 
Controls 

Human Resource Controls:  
- Whether policies and procedures have been 
implemented to address HR controls as part 
of information security? 
- Whether hiring policies are defined in line 
with IT operations and information security 
requirements? 
- Whether induction trainings are conducted 
for all new joiners? 



 

 

- Whether all new joiners are required to 
confirm and accept the organization's 
policies and procedures with respect to 
information technology, information security 
and cybersecurity? 
- Whether background check procedures are 
performed for all new joiners? 
 

2h INFORMATION 
SECURITY 

Digital 
Technologies 

Digital Technologies:  
- Whether the organization has a defined 
process to identify, develop and implement 
digital technologies supporting internal and 
external facing functions? 
- Whether all digital technologies including 
mobile applications, web-based portals, 
mobile websites, cloud storage, etc. are 
implemented only after performing risk 
assessment, testing and where required 

independent reviews? 
- Whether the organization has a defined and 
approved social media usage policy to 
address information security and 
reputational risks arising out of the same? 
 

2i INFORMATION 
SECURITY 

Third Party 
Security 

Third Party Security:  
- Whether the organization has a defined 
vendor management framework and is 

approved by the BOD? 
- Whether the vendor management 
framework includes processes to be followed 
for vendor due diligence, selection, risk 
assessment, onboarding, contracting and 
monitoring? 
- Whether vendors are on boarded only after 
performing a technical due diligence, risk 
assessment and background checks? 
- Whether formal contracts are signed with 
vendors and include the following at a 
minimum: 
a. Services provided 
b. Processes to be followed 
c. Service Level Agreements and related 
penalty clauses, if any 
d. Confidentiality, service continuity and 
data privacy clauses 
e. Performance monitoring processes and 
reports to be provided 
f. Escalation procedures 
g. Right to access and audit 
 

2j INFORMATION 
SECURITY 

Information 
Security 

Compliance 

Information Security Compliance:  
- Has the organization implemented 

procedures to assess compliance against 
defined information security procedures in 
the form of periodic assessments/ reviews? 
- Are critical functions within the 
organization subject to stringent security 
reviews by internal teams or external 
agencies, where necessary? 
- Are IS review reports, findings and action 



 

 

plans reported to IT/IS risk committees, IT 
Strategy Committee of BOD as appropriate? 
 

3 ACCESS 
MANAGEMENT 

  ACCESS MANAGEMENT 

3a ACCESS 
MANAGEMENT 

Access Policies 
and procedures 

Access Policies and procedures:  
- Whether defined and documented policies 
and procedures exist for managing access to 
applications and infrastructure (including 
network, operating systems and database) 
and are approved by relevant authority? 
- Whether the defined procedures include 
responsibilities and process to be followed 
for: 
a. Access grant and modification including 
definition of authorization matrix as per 
system 
b. Access revocation procedures including 

notification as well as timeliness of 
revocation 
c. Access rights and Roles review procedures 
for all systems 
d. Privileged access to systems 
e. Review of access logs for privileged users 
f. Segregation of Duties (SOD) 
- Whether appropriate risk acceptance is 
taken 0in the event entire approved 

procedures ca0nnot be implemented due to 
system limitations? In such cases, whether 
alternate risk mitigation measures are 
implemented? 
 

3b ACCESS 
MANAGEMENT 

Privileged 
access  

Privileged access:  
- Whether privileged access to systems is 
available to limited authorized personnel? 
- Whether privileged access to systems is 
subject to more stringent security controls 
(such as Privileged Identity Management 
Solutions, more stringent password 
parameters, etc.) as compared to normal 
users? 
- Whether access rights for privileged users 
are monitored on periodic basis? 
- Whether logs of privileged users are stored 
and reviewed on a periodic basis based on 
criticality of systems? 
 

3c ACCESS 
MANAGEMENT 

Access 
Administration 

Access Administration: 
- Whether role-based and least privilege 
access mechanisms are in-built into systems 
to enable authorized access as per job roles? 
- Whether access administration requests, 

related approvals/ notifications and related 
actions (creations, revocation and 
modification) are logged and documented 
using automated tools with date-time 
stamps and appropriate evidences are 
retained as per defined procedures for review 
and audit purpose? 
- Whether creation and modification of 
access to systems requires a formal approval 



 

 

based on a defined authorization matrix? 
- Whether access revocation notifications are 
sent on a timely basis? 
- Whether access is revoked on a timely 
basis on the last working date of the user? 
- Whether sufficient monitoring mechanisms 
have been implemented to ensure all access 
administration requests are addressed as per 
procedures? 

- Whether users are provided with unique 
user identifier as per organizations naming 
conventions? 
 

 3d ACCESS 
MANAGEMENT 

Access 
Authentication  

Access Authentication: 
- Whether appropriate authentication 
mechanisms are used for access to systems 
including use of passwords, One Time 
Passwords (OTP), Single Sign on, etc.? 

- Following password parameters should be 
defined [In brackets some prevalent practices 
are shared]: 
a. Minimum length (e.g. 8 characters) 
b. Complexity (combination of alphabets 
(upper case and lower case)/ numbers/ 
symbols.) 
c. Maximum Age (e.g. 90 days) 
d. History (e.g. 3) 
e. Account lockout threshold (e.g. 3 or 5 
attempts) 
- Whether defined procedures require usage 
of unique user IDs for each individual? 
- Whether usage of generic IDs and default 

IDs is prohibited unless necessary and with 
risk acceptance sign-off? In such cases 
ownership and accountability for usage of 
generic IDs should be documented. 
-Whether the system allows for automatic 
session logout after a system defined period 
of inactivity? 
 

3e ACCESS 
MANAGEMENT 

Access Review 
and Monitoring  

Access Review and Monitoring: 
- Whether access rights to systems are 
reviewed on a periodic basis based on 
criticality of systems? 
- Whether access logs of users having access 
to critical activities are monitored? 
- Whether rule based automated or manual 
alerts are implemented for unauthorized 
access or activities, whether such alerts are 
monitored and addressed on a timely basis? 
- Whether audit trails of critical activities 
including key business transactions, 

modification of security parameters, masters' 
updates, and access administration activities 

are available with details around related user 
IDs, approvers and date-time stamps. 
Whether audit trails are retained for 
evidence, review and audit purposes? 
- Whether control mechanisms such as 
periodic reconciliation of user lists with HR 
lists, deactivation of users with no logins for 



 

 

a defined timeframe, etc. have been deployed 
to ensure any unauthorized access is timely 
terminated? 
 

3f ACCESS 

MANAGEMENT 

Segregation of 

Duties (SOD) 

Segregation of Duties (SOD): 
- Whether a defined and documented SOD 
matrix exists describing key roles within the 
systems and conflicting rights? 
- Whether access approvals, creations and 
modifications are performed based on 
approved SOD matrix? 
- Potential SOD conflicts are investigated 
during periodic access reviews and corrective 
actions are taken, if any. 
 

3g ACCESS 
MANAGEMENT 

Physical Access 
Administration 

Physical Access Administration: 
- Whether defined and documented 
procedures exist for managing physical 

access to data center and processing 
facilities? 
- Whether creation of physical access 
requires documentation of appropriate 
approvals as per authorization matrix? 
- Whether revocation of physical access is 
performed on a timely basis on the last 
working day of the user? 
- Whether physical access administration 

requests, related approvals/ notifications 
and related actions (creations and 
modification) are logged and documented 
using automated tools with date-time 
stamps and appropriate evidences are 
retained as per defined procedures for review 
and audit purpose? 
- Whether access to restricted areas is 
reviewed at least once a year? 
- Whether physical access logs are available 
and retained for investigation purpose as per 
guidelines? 
- Whether physical access related incidents 
and invalid access attempts are monitored 
on a periodic basis? 
 

3h ACCESS 
MANAGEMENT 

Physical 
Security 

Physical Security: 
- Whether appropriate physical security 
mechanisms have been deployed including 
guarding entrance, usage of access control 
system, door alarms, turnstiles, biometric 
access, etc.? 
- Whether appropriate visitor access controls 

have been implemented including logging of 
visitor access including equipment carried, 

visitor escorting, issue and reconciliation of 
visitor badges, etc.? 
- Whether Closed Circuit Tele Vision (CCTV) 
has been installed in restricted areas for 
monitoring, and logs for the same are 
retained for investigation purpose? 
- Whether appropriate environmental 
security measures such as fire alarms, 
smoke detectors, water detectors, Air-



 

 

conditioners, etc. have been implemented. 
Whether environmental controls are 
monitored on a periodic basis. Are 
environmental security devices maintained 
at regular intervals as prescribed by the 
vendor? 
 

4 CHANGE 
MANAGEMENT 

  CHANGE MANAGEMENT 

4a CHANGE 
MANAGEMENT 

Change 
Management 
Policies and 
Procedures 

Change Management Policies and 
Procedures: 
- Whether organization has established 
formalized change management policy and 
procedures that define processes to be 
followed for changes made to all systems 
including applications and infrastructure 
(networks, operating systems, databases, 
etc.) including emergency and configuration 

changes, capturing the version history and 
approval history? 
- Whether appropriate guidance is available 
for categorization and prioritization of 
changes? 
 

4b CHANGE 
MANAGEMENT 

Change 
Administration  

Change Administration: 
- Whether changes to applications and 
infrastructure (networks, operating systems 
and databases), including requests to third 
party service providers are approved and 
authorized by both authorized IT and 
business management personnel, as per 
defined authorization matrix? 
- Whether for each change, a risk evaluation 
process is carried out and results of the 
same are approved by authorized personnel? 
-Whether test cases library is maintained 
and updated to enable comprehensive 
testing? 
- Whether changes for relevant applications, 
including infrastructure changes are tested 
and documented during User Acceptance 
testing (UAT). Whether there is a formal 
signoff of the UAT results provided by the 
business prior to implementation? 
- Whether changes for applications, 
including infrastructure (OS/DB) changes 
are tested and documented during system, 
unit, and regression testing, where 
applicable. Whether there is a formal signoff 
of the test results by the technology team 

prior to UAT performed by business? 
- Whether the procedures require sign-off 

from information security team for ensuring 
that security controls have been in-built into 
the systems? 
- Whether a post implementation review is 
performed and recorded for each change 
migrated to production environment? 
- Whether there exists a procedure to log 
emergency changes made to relevant 
applications and underlying infrastructure, 



 

 

which are authorized by business and IT 
management within defined time frame of 
being migrated to production environment? 
- Whether new systems or modules including 
major changes are subject to application 
security testing before deployment? 
- Whether software development is 
performed based on industry accepted 
coding standards? 

 

4c CHANGE 
MANAGEMENT 

Segregation of 
Duties (SOD), 
environments 
and version 
control  

Segregation of Duties (SOD), 
environments and version control: 
- Whether there exists a segregation of 
production, development and test 
environments? 
- Whether the organization has implemented 
a change management versioning tool to 
maintain audit trails for all types of changes 

including applications, databases, operating 
systems and networks? 
- Whether implemented changes are 
reviewed on a periodic basis and 
inappropriate or unauthorized activities are 
investigated and communicated to respective 
individuals? 
- Whether a formal process exists for 
granting user access to migrate changes to 
the production environment for relevant 
applications based upon approval by 
authorized personnel? 
- In case of any new system or module 
implementation, whether adequate 

procedures were performed to ensure 
accurate and complete transfer of data? 
 

5 INCIDENT 
MANAGEMENT 

  INCIDENT MANAGEMENT 

5a INCIDENT 
MANAGEMENT 

Incident 
Management 
Policies and 
Procedures  

Incident Management Policies and 
Procedures: 
- Whether management has established 
formalized incident management policy and 
procedures that define processes to be 
followed for incidents related to all systems 
including applications and infrastructure 
(networks, operating systems, databases, 
etc.) capturing the version history and 
approval history? 
- Whether appropriate guidance is available 
for categorization and prioritization of 
incidents? 

5b INCIDENT 
MANAGEMENT 

Incident 
Resolution  

Incident Resolution:  
- Whether incidents are logged using 

automated tools with a unique ID assigned 
to each incident? 
- Whether incidents are classified based on 
their severity and urgency. Whether severity 
of incidents can be changed only by 
authorized personnel? 
- Whether a root cause analysis is performed 
for each incident and documented? 
- Whether a known error database is 



 

 

maintained for resolution and workaround 
details for similar incidents? 
- Whether details of resolution provided 
against each incident is documented against 
the ticket logged? 
- Whether incidents are tracked and 
monitored for resolution on a timely basis? 
- Whether recurring incidents are identified 
and logged as problems? 

 
 

5c INCIDENT 
MANAGEMENT 

Service Level 
Agreements 
(SLAs)  

Service Level Agreements (SLAs): 
- Whether formal SLAs have been defined for 
each incident type and agreed with business 
and the incident management team? 
- Whether SLAs are tracked using automated 
tools to identify timely escalation to be 
performed? 

- Whether escalation matrix has been 
defined and configured using automated 
tools? 
- Whether SLA monitoring reports are 
generated and sent to senior management on 
periodic basis and relevant actions are 
taken? 
 

5d INCIDENT 

MANAGEMENT 

Security 

Incident 
Management 

Security Incident Management: 
- Whether management has defined and 
documented procedures for identifying 
security related incidents by monitoring logs 
generated by various IT assets such as 
Operating Systems, Databases, Network 
Devices, etc.? 
- Whether security incidents / events are 
detected, classified, investigated and 
resolved in a timely manner? 
- Whether periodic reports are published for 
various identified Security incidents? 
Whether the logging facilities and log 
information are protected from tampering 
and unauthorized access? 
- Whether security incidents are reported to 
SEBI in the prescribed format within 
stipulated timelines? 
 

6 BACKUP & 
RECOVERY 

  BACKUP & RECOVERY 

6a BACKUP & 
RECOVERY 

Backup 
Administration  

Backup Administration: 
- Whether documented policies and 
procedures exist for backup scheduling, 
implementation and monitoring capturing 
version history and approval history? 

- Whether regular/ periodic back up of 
relevant data and programs is taken as per 
the approved backup policies and frequency 
[e.g., daily, weekly, etc.] configured via 
backup tool? 
- Whether access to backup tools is 
restricted to authorized personnel? 
- Whether modifications to backup schedule 
are performed through the formal change 



 

 

management process? 
- Whether appropriate data is backed up 
including at a minimum database records, 
audit trails, reports, user activity logs, 
transaction history, alert logs, etc.? 
- Whether execution of backups are 
monitored for successful completion and 
failures are investigated and closed? 
 

6b BACKUP & 
RECOVERY 

Backup Storage  Backup Storage: 
- Whether backup tapes are stored onsite in 
a secure fireproof storage? 
- Whether access to onsite backups are 
limited to authorized personnel? 
- Whether backup tapes are sent for offsite 
storage on a periodic basis? 
- Whether offsite storage of tapes is 
monitored on a periodic basis? 

 

6c BACKUP & 
RECOVERY 

Restoration  Restoration: 
- Whether restoration testing is performed on 
a periodic basis and issues, if any are 
resolved? 
- Whether request based restorations are 
performed only after obtaining approvals 
from business head? 
 

7 JOB 
PROCESSING 

  JOB PROCESSING 

7a JOB 
PROCESSING 

Job Processing Job Processing: 
- Whether documented policies and 
procedures exist for automated job 
scheduling, implementation and monitoring 
capturing version history and approval 
history? 
- Whether automated jobs are processed as 
per the approved policies and frequency [e.g., 
daily, weekly, etc.] and configured via 
automated tool?  
- Whether access to job processing tools is 
restricted to authorized personnel? 
- Whether modifications to job schedules are 
performed through the formal change 
management process? 
- Whether execution of automated jobs are 

monitored for successful completion and 
failures are investigated and closed? 
 
 
 
 

8 BUSINESS 

CONTINUITY 
PLANNING 
(BCP) & 
DISASTER 
RECOVERY 
(DR) 

  BUSINESS CONTINUITY PLANNING (BCP) 

& DISASTER RECOVERY 

8a BUSINESS 
CONTINUITY 

BCP 
Organization  

BCP Organization: 
- Whether the organization has a BCP 



 

 

PLANNING 

(BCP) & 
DISASTER 
RECOVERY 
(DR) 

Committee that provides oversight on BCP 
planning and functioning in the 
organization? 
- Whether the organization has a dedicated 
BCP Head or Coordinator overall responsible 
for development of the enterprise BCP 
framework in conjunction with internal and 
external facing functions within the 
organization through a defined process? 

- Whether the organization has a dedicated 
BCP Team or Crisis Management team to 
execute the BCP plan, when required. Does 
the BCP team have representations from 
various functions and locations of the 
organization? 
- Whether roles and responsibilities of all 
members of the BCP organization are defined 
and documented? 

 

8b BUSINESS 
CONTINUITY 
PLANNING 
(BCP) & 
DISASTER 
RECOVERY 
(DR) 

BCP 
Methodology 
and Plan  

BCP Methodology and Plan: 
- Whether the organization has a defined and 
documented BCP methodology which is 
approved by the BOD? 
- Whether the BCP methodology includes a 
process wise approach for development and 
maintenance of the BCP framework 
including Business Impact Analysis (BIA), 
Risk Assessment (RA), BCP Strategy, and 
BCP Plan? 
- Whether a documented BCP plan exists 
and is approved by the BOD? 
- Whether the BCP is developed based on the 

approved methodology and includes at a 
minimum the following: 
a. Organization's strategy for BCP 
b. Inputs from BIA and RA conducted 
c. BCP / DR procedures  
d. Conditions for activating plans 
e. BCP Team and responsibilities 
f. Maintenance schedules 
g. Awareness and education activities  
h. Resumption procedures 
i. Responsibilities of employees 
j. Emergency and fall back procedures 
 

8c BUSINESS 
CONTINUITY 
PLANNING 
(BCP) & 
DISASTER 
RECOVERY 
(DR) 

BCP Plan  BCP Plan:  
- Whether a BIA is conducted including 
identification of critical processes within the 
organization and their dependencies on 
other processes, vendor dependencies and 
resources. Whether Recovery Time Objective 
(RTO) and Recovery Point Objective (RPO) 

has been calculated as part of the BIA. 
Whether the BIA is approved by the 

business, technology and risk teams? 
- Whether a Risk Assessment is conducted 
for all critical processes identified in the BIA 
including identification of risks and threats 
and their impact, probability and priority. 
Whether the RA is conducted across 
parameters including people, processes and 



 

 

technology. Has the organization identified 
and implemented appropriate procedures 
and systems for risk mitigation?  
- Whether a documented BCP plan exists 
and is approved by the BOD. Whether the 
BCP is developed based on the approved 
methodology and includes at a minimum the 
following: 
a. Organization's strategy for BCP 

b. Inputs from BIA and RA conducted 
c. BCP / DR procedures  
d. Conditions for activating plans 
e. BCP Team and responsibilities 
f. Maintenance schedules 
g. Awareness and education activities  
h. Resumption procedures 
i. Responsibilities of employees 
j. Emergency and fall back procedures 

k. Procedures to be followed in the event of 
natural calamities and disasters that have a 
wide area or long term impact 
 

8d BUSINESS 
CONTINUITY 
PLANNING 
(BCP) & 
DISASTER 
RECOVERY 
(DR) 

BCP/ DR 
testing  

BCP/ DR testing: 
- Whether the BCP/ DR plan is reviewed on 
an yearly basis or in case of a major change 
in business or infrastructure? 
- Whether the defined BCP/ DR plan is 
tested through appropriate strategies 
including table-top reviews, simulations, DR 
drills, alternate site recovery testing, system 
recovery, etc. involving all aspects of people, 
process and technology? 

8e BUSINESS 
CONTINUITY 
PLANNING 

(BCP) & 
DISASTER 
RECOVERY 
(DR) 
 

BCP/ DR 
Communication 
and training  

BCP/ DR Communication and training: 
- Whether the organization has established 
appropriate procedures for BCP training and 
update for the BCP team? 
- Whether the BCP plan is communicated to 
all users internal as well as external with 
detailed description of roles, responsibilities 
and dependencies? 

8f BUSINESS 
CONTINUITY 
PLANNING 
(BCP) & 
DISASTER 
RECOVERY 
(DR) 

DR Plan  DR Plan: 
- Whether the organization has documented 
a DR plan including recovery procedures to 
be followed in the event of disasters? 
- Has the organization identified and 
implemented a DR Site which is a replica of 
the production site? Has the organization 
implemented procedures for maintaining the 
DR readiness and support infrastructure to 
be relied upon in the event of a disaster? 

Have redundancies been built into systems 
and processes? 

- Are relevant system architecture 
documents prepared and approved 
representing infrastructure, hardware and 
software components at the primary and DR 
sites? 
 

9 BUSINESS 
CONTROLS 

  BUSINESS CONTROLS 



 

 

9a BUSINESS 

CONTROLS 

Master Controls 

(Investment 
management, 
Front Office, 
Middle Office, 
Back Office, 
Fund 
Accounting, 
Registrar & 

Transfer Agent)  

Master Controls (Investment 

management, Front Office, Middle Office, 
Back Office, Fund Accounting and 
Registrar & Transfer Agent): 
- Whether new schemes/ funds are created 
in the system through an automated maker 
checker mechanism and based on the 
Scheme Information Documentation (SID) 
and information received from authorized 

sources? 
- Whether new customer accounts are 
created and assigned schemes/ funds based 
on the agreement signed with the 
customers? 
- Whether access to create/ update/ delete 
any master data (Customer/ Scheme/ 
Securities/ Broker/ Subscriptions/ 
Redemptions etc.) is restricted only to the 

authorized individuals? 
- Whether changes to masters are performed 
through an automated maker checker 
mechanism? 
- Whether system has the capability to 
capture audit trails/ logs of all changes, 
updation, and activities performed? 
- Whether update of security prices is 
controlled and is updated only from 
authorized automated/ manual sources? 
 

9b BUSINESS 
CONTROLS 

Front Office 
and Back Office 
Operations 

Front Office and Back Office Operations: 
- Whether appropriate segregation of duties 
is maintained between users having access 

to front office and back office system? 
- Whether controls exist over data integrity 
and accuracy on integration between the 
front office and back office system? 
- Whether system does not allow cancellation 
of deal order once the deal is confirmed in 
the system? 
- Whether trade settlement process is 
performed by authorized personnel through 
an automated maker checker mechanism? 
- Whether system allocates trades to the 
schemes as per defined policy? 
 

9c BUSINESS 
CONTROLS 

Risk 
Management 
(Middle Office) 

Risk Management (Middle Office): 
- Whether a documented risk management 
policy exists defining deal, counterparty wise 
limits, securities, etc. and the same is 
approved by the BOD? 
- Whether hard limits (beyond which system 
does not allow booking) and soft limits (for 

which system provides warnings) have been 
configured in the system in line with the risk 

management policy? 
- Whether there are controls defined to 
monitor and generate alerts/ reports in case 
of breach of predefined SEBI and 
Compliance limits defined at scheme/ fund 
level? 
- Whether system monitors the adherence to 



 

 

predefined rights/ limits assigned to Fund 
Manager at scheme/ fund level? 
- Whether systemic checks are performed for 
prohibiting blacklisted securities if entered 
by Dealers for Trades? 
- Whether the system monitors adherence to 
broker limits defined? 
- Whether appropriate field level validations 
and mandatory checks are built in the 

system to identify and appropriate expenses 
to individual schemes? 
 - Whether the system monitors adherence to 
guidelines specified in the Ninth Schedule of 
the Mutual Fund Regulations with respect to 
accounting policies? 
- Whether the system monitors adherence to 
policies related to documentation of rationale 
for valuation including inter-scheme 

transfers?   
 

9d BUSINESS 
CONTROLS 
 
 

Investor 
Servicing 
(Registrar & 
Transfer Agent)  

Investor Servicing (Registrar & Transfer 
Agent): 
- Whether automated maker checker 
controls have been implemented for 
processing subscription and redemption 
requests? 
- Whether appropriate field level validations 
and mandatory checks are built in the 
system during subscription and redemption? 
- Whether the system has the capability to 
maintain the record of all types of 
transactions executed on behalf of the 

investor for specific scheme/ investment? 
- Whether the system has appropriate 
controls on brokerage computation and 
payouts? 
 

9e BUSINESS 
CONTROLS 

Fund 
Accounting 

Fund Accounting: 
- Whether NAV calculations, if automated 
are accurately calculated? 
- Whether end of day reconciliations (cash 
recon, portfolio recon, pricing recon, etc.) are 
performed to ensure no deals are missed 
from reporting to the fund accountant for 
processing and complete data is processed 
for safekeeping? 
- Whether details of the expenses accrued by 
the client (Management fees, audit etc.) are 
updated appropriately and accurately and 
maker-checker control exists? 
- Whether income related transactions are 
updated in the system appropriately and 

accurately? 
- Whether corporate actions are applied 

accurately and completely? 
- Whether NAV is accurately computed by 
Fund Accountant and the same is released 
to client, press, R&TA AMFI appropriately? 
 
 



 

 

9f BUSINESS 

CONTROLS 

Reporting  Reporting: 
- Does the organization have list of 
regulatory and standard operational reports? 
- Has organization implemented reasonable 
controls over report generation with respect 
to accuracy and completeness? 
 

9g BUSINESS 
CONTROLS 

Custody of 
mutual fund 
scheme assets 
(Custodian)  

Custody of mutual fund scheme assets 
(Custodian): 
- Whether automated maker checker 
controls have been implemented for 
processing of receipt and delivery of 
securities, collection of income, distribution 
of dividends and  segregation of assets 
between schemes and settlements between 
schemes? 
-Whether appropriate field level validations 
and mandatory checks are built in the 

system for receipt and delivery of securities, 
collection of income, distribution of 
dividends and segregation of assets between 
schemes and settlements between schemes? 
- Whether the system has the capability to 
maintain the record of all types of 
transactions executed on behalf of the client 
for specific scheme/ investment? 
- Whether end of day reconciliations (cash 
recon, portfolio recon, pricing recon, etc.) are 
performed to ensure whether all securities 
have been gone to the correct schemes in 
time? 
- Whether the system monitors adherence to 

controls related to significant accounting 
and valuation policies? 
- Whether the system monitors adherence to 
compliance with SEBI guidelines and PMLA 
guidelines? 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 


